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Executive Summary

The U.S. Department of Energy (DOE)
is required to protect and account for its
fissile nuclear materials—those of most
concern are plutonium and enriched
uranium. In 1995, the Office of Oversight
issued a report that highlighted weaknesse$
in DOE’s ability to accurately account for
fissile materials and identified a number of
potential enhancements. The 1995 Oversigh
report and a subsequent 1996 Inspecto
General report that reached similar
conclusions were catalysts for a number o;]
enhancements, including establishing
working group—the Fissile Material
Assurance Working Group—to identify,
communicate, and help resolve issues
relating to the accountability and control of
nuclear materials. The primary purposes
of this followup report are to provide DOE
and contractor managers with an
independent oversight update on the statu
of fissile material assurance throughout the
DOE complex, and to identify barriers to
success and additional opportunities for
improvement.

In the past three years, DOE sites, in
conjunction with the Office of
Nonproliferation and National Security, have
made significant progress toward addressing
some of the challenges associated with
improving fissile material assurance. The
most notable achievement is the completion
of the measurement assessment project,
which provided a comprehensive initial
assessment of the adequacy of
measurements for DOE fissile materials.
This effort provides a good foundation for
developing plans to ensure that DOE has
defensible measurements and accounting
records for all materials. Various DOE sites
have also made progress in stabilizing angd
measuring certain materials. For example
the efforts to stabilize plutonium at Rocky
Flats have been an important step in|
addressing the significant historical
weaknesses in the nuclear material contro
and accountability (MC&A) program at that
site. It is also notable that the Savannah
River Site has completed measurements 0|||
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most of its poorly measured materials, and the
Y-12 Plant has developed a detailed plan to
address large quantities of poorly measured
materials, most of which were received from
other sites. In addition, several sites have
invested in additional measurement equipment
totaling more than $20 million across DOE.

Despite the notable progress, many
weaknesses in fissile material assurance
remain, and DOE has not yet achieved an
acceptable level of confidence in its nuclear
material inventory. The data collected during
the Office of Oversight’'s safeguards and
security site profile effort—a detailed review
performed in 1997 at the direction of the
Secretary of Energy, encompassing DOE sites
with significant quantities of nuclear
materials—indicates that about half of the DOE
sites have fissile material assurance
weaknesses or important issues to resolve. The
other sites exhibit weaknesses that required
additional attention. The weaknesses evident
today are similar to those identified in the 1995
Oversight report: materials that have not been
adequately measured, inadequate records,
deficient inventory practices, and poor
accounting practices.

Because of the perception that physical
security measures and material controls are
generally adequate, DOE sites have not
considered weaknesses in material
accountability to be an immediate concern.
However, weaknesses in fissile material
assurance programs hinder DOE’s ability to
demonstrate that it can account for all nuclear
materials, as is required by law and DOE policy.
In addition, the weaknesses in fissile material
assurance impact DOE’s ability to meet various
provisions of the DOE Strategic Plan, including
provisions related to nonproliferation, D&D
activities, external regulation, safety and health,
international inspections, bilateral treaties, and
efficient facility operations.

Resolving longstanding weaknesses in
fissile material assurance is a challenging task.
Even so, progress in addressing these
weaknesses has been unnecessarily delayed
by a number of factors. For example, the DOE
processes for resolving issues and modifying




policy have not been effective, resulting in delay
in revising DOE orders and guidance, includin
those related to fissile material assurance. Int
absence of revised policy, various operations offic
and sites are interpreting policy and implementin
approaches in ways that are not consistent wi
the intent of DOE orders.

In addition, management at some sites h
relied too heavily on security measures and n
provided the support necessary to ensure th
material is properly accounted for, as demonstrat
by several recent instances where require
physical inventories were not performed becaus
operations were shut down to address safe
concerns. In one instance, a site develop
procedures to safely perform part of a require
inventory only because site managemen
determined that they could not afford to fail to mee

a provision of an International Atomic Energy
Agency (IAEA) agreement. Failure to perform
physical inventories was also noted as a deficiency
in the 1996 Inspector General report.

Thus, while some progress has been made, this
followup review concluded that some DOE sites
are not yet achieving the objectives of an effective
fissile material assurance program, such as ensuring
that all materials are accurately accounted for. In
addition, there are indications that efforts to improve
are losing momentum. Increased management
attention at Headquarters and the field is needed
to address site-specific issues and to ensure that
DOE can adequately account for fissile nuclear
materials, reasonably meet the commitments for
offering materials to IAEA inspections, and
effectively prepare fissile materials for safe and
secure long-term storage.

OPPORTUNITIES FOR IMPROVEMENT

Site-specific Issues: Sites and organizations that are most directly affected and that need to take timely action

are identified in parentheses following each issue.

1. Resolve issues that have led to failures to conduct required physical inventories of nuclear materials at several
DOE sites. (Hanford Site, Los Alamos National Laboratory, Lawrence Livermore National Laboratory, and the
Y-12 Plant)

2. Ensure that holdup is identified, measured, and properly reflected in inventory records, and that inventory
records are updated as appropriate. (Rocky Flats Environmental Technology Site, Portsmouth Gaseouis
Diffusion Plant, Savannah River Site, and Y-12 Plant)

3. Ensure that Defense Programs approves an effective plan for measuring fissile materials at the Y-12 Plantjin
atimely manner. (Y-12 Plant, Oak Ridge Operations Office, and Defense Programs)

4. Accelerate efforts to develop and implement effective and realistic site-specific plans for addressing fissile
material assurance weaknesses, including an assessment of impacts on DOE'’s ability to meet provisions of the
DOE Strategic Plan. (All sites should examine their ability to meet the DOE Strategic Plan provisions.
Particular attention to measurement plans is needed at Rocky Flats Environmental Technology Site, Las
Alamos National Laboratory, Lawrence Livermore National Laboratory, Hanford Site, and Argonne National
Laboratory-West)

DOE-wide Issues: The following issues need attention at DOE Headquarters to achieve sustained improvement in

fissile material assurance programs.

5. Enhance management support for fissile material assurance by ensuring that program offices, operations
offices, and contractors are held accountable for progress.

6. Enhance fissile material assurance program direction by strengthening and expanding the role of the Fiss|le
Material Assurance Working Group and increasing coordination with the DOE Security Management Council.

7. Resolve issues that have delayed the review and reissue of the revised DOE order governing MC&A.

8. Perform a baseline reassessment of policy and guidance.



Introduction

Ever since the earliest days of t
U.S. nuclear program, the U.S
Department of Energy (DOE) and it
predecessor agencies have been requ
by law—the Atomic Energy Act of 1946
(as amended in 1954)—to ensure t
fissile materials, such as plutonium a
enriched uranium, are properly protecte
and accounted for. Accuratel
accounting for fissile materials—referre
to as fissile material assurance—can

technically challenging and has n¢.
always been effectively accomplished?

The Office of Oversight
performed a followup
review of its 1995 report
on fissile material
assurance.

e

Recognizing the difficult issues being
faced by DOE sites, the DOE Office of
Oversight performed a special study,
Increasing Fissile Inventory Assurance
Within the U.S. Department of Energy,
which was published in January 1995. The
1995 Oversight study provided an in-depth
discussion of fissile materials issues and
measurement methods, and highlighted]
problems that required increased attention
It also provided a number of short-term and
long-term opportunities for improvement that
were intended to help address fissile materia
assurance issues. Because it was clear thIt

it would take years to fully address the
longstanding and diverse problems, one o
the suggested enhancements was th
formation of a steering group to ensure that
fissile material assurance issues were
communicated to senior management, that
program offices and operations offices as
well as contractors were appropriately
involved in the decision process, and that aj
DOE-wide approach could be developed to
address problems that affected multiple
sites.

\1°4

Waste material containing fissile material residues in a
form that is difficult to measure

The DOE Office of the Inspector
General reviewed internal controls over
fissile materials at seven sites and found
accounting problems at three of those sites.
The problems involved failure to perform
required physical inventories and
weaknesses in measurement programs—
similar to the problems noted by the Office
of Oversight in its 1995 report and other
inspection reports. The Inspector General
report, published in April 1996, concluded
that DOE should accelerate efforts to
implement the improvements outlined in the
1995 Oversight report.

Since then, DOE has taken a number
of actions to enhance fissile material
assurance. As a DOE-wide enhancement,
DOE established the Fissile Material
Assurance Working Group (FMAWG),
which includes representatives from DOE
Headquarters, operations offices, and
contractors, to serve as a forum for
discussing issues and recommending
solutions. In addition, a DOE-wide effort—
the measurement assessment project
(MAP)—was performed to assess the
adequacy of measurements for all DOE




fissile materials and to establish plans for improvin
DOE's fissile material measurements.

In the three years since Oversight issued i
special study, the factors that affect fissile material

assurance have continued to evolve. For example,

DOE has made decisions to accelerate t
decontamination and decommissioning (D&D) an
cleanup efforts at some facilities and has mov
from a “planning and characterization stage” t
one where many active D&D and environment

restoration programs are ongoing. The increased

D&D efforts involves moving fissile materials from

some facilities and consolidating those materials It

other locations. In addition, DOE has offered

total of more than 12 metric tons of fissile material
up for inspection by the International Atomic
Energy Agency (IAEA) and plans to offer
additional fissile materials to IAEA inspections in

the next few years (e.g., more than 20 metric tor|s

of highly enriched uranium by 1999, according tc
the DOE Strategic Plan).

The followup review was
performed because  of

indications that enhancements
to fissile material assurance
were not progressing as fast as
expected.

A number of events that occurred in 1997—
including internal DOE reports that raised securit)

issues, questions about the effectiveness of secuijty

-

programs from current and former DOE contracto
employees, critical articles in various local ang
national media, and Congressional attention—

placed safeguards and security in the spotlight and
served to heighten DOE management awareness
of safeguards and security issues. Correspondingly,

the Secretary of Energy directed several revie

of the effectiveness of safeguards and securi
programs, including a review of selected sites b
the Office of Nonproliferation and National Security|
(NN) and a comprehensive review of all majo
DOE sites by the Office of Oversight. Both
reviews concluded that there were no immedia
risks to the protection of fissile materials but th

prompt attention was needed to correc

weaknesses at several DOE sites. The Office ¢f

Oversight's review of all major safeguards andg

security programs—also referred to as the
safeguards and security site profile effort—was
the most comprehensive review of DOE
safeguards and security ever undertaken. As such,
it provided a good snapshot of the status of
safeguards and security across the complex. These
site profiles, combined with other ongoing Oversight
efforts, indicated that progress toward enhancing
fissile material assurance was not as fast as
expected.

The purpose of the followup
review is to identify obstacles to
timely enhancement of fissile
material assurance.

Because of the relatively slow progress and
issues identified at some sites, the Office of
Oversight determined that it was prudent to perform
a followup review of fissile material assurance. The
primary purpose of this followup review is to
identify obstacles to timely enhancement of fissile
material assurance and determine what additional
enhancements are needed to adequately account
for fissile materials and meet related DOE strategic
goals, such as those related to nonproliferation and
IAEA inspections. This followup report focuses
on DOE's progress toward addressing issues
identified in the 1995 Oversight report and on issues
identified during the site profile effort.

The main body of this Oversight report is
intended to provide Headquarters, operations office,
and contractor managers with an overview of the
status of fissile material assurance across the
complex and the actions that need to be taken to
improve. Detailed discussions of selected issues
are included in appendices, which are intended for
managers with direct responsibility for fissile
material assurance programs and other managers
who are interested in particular subjects.

Like many technical disciplines, fissile material
assurance and nuclear materials accounting use
specialized technical terms that may be confusing
to the non-specialist. For example, the subtle
differences between similar terms, such as
“inventory” (the listing of all materials at the facility
and the amounts in each item on the listing),
“inventory value” (the recorded amount of fissile




materials in a specific item), and “physical| ensure that the issues are clear to DOE and
inventory” (the process of periodically determiningl  contractor managers. To assist the non-specialist,
how much material is present and its location) woul the inside of the back cover of this report provides
not be readily apparent to a non-specialis non-technical definitions of some frequently used
Therefore, to the extent practical, Oversight hak  terms.

attempted to minimize the use of such jargon an




The problems associated with thel‘
adequacy of fissile material assurance ofte
involve complex issues spanning a variety
of subjects, such as nuclear physics
chemistry, statistics, nuclear radiation
measurements, and accounting. Fissile
material assurance problems have beep

encountered since the 1940s as is evidenced

by the material balance information
contained in the DOE repoilutonium:
The First 50 Years.These problems
present themselves especially in the
information associated with inventory
differences, normal operating losses, and
waste inventories. Various documents
including the 1995 Oversight report and the
plutonium report, provide more detail on the
history of the DOE nuclear program and
issues related to fissile material assurancg.
The intent here is not to duplicate the
information in those documents. Rather, this
section provides a very brief overview of
some of the more important background
information needed to understand theg
problems and issues associated with fissil
material assurance.

1%

Scope and Purpose of
Fissile Material Assurance

Fissile material assurance refers ta
accurately accounting for the fissile
materials, primarily plutonium and enriched
uranium, in DOE’s possession. Fissile
material assurance encompasses:
measurement programs, accounting
systems and records, physical inventories
inventory reconciliation and evaluation, and|
periodic reporting of the amounts of fissile
materials on hand to sitewide and national

data bases (see the inside of the back covey).

Fissile material
assurance is legally
mandated and needed for
a variety of purposes.

In addition to the Atomic Energy Act,
the U.S. has obligations pursuant to the
Nuclear Nonproliferation Treaty and the
U.S.A. Safeguards Agreement (MFCIRC/
288) that require the U.S. to properly
account for fissile materials. As well as
meeting these legal mandates to properly
account for fissile materials, effective fissile
material assurance:

» Enables DOE to know how much
material it has and where it is; such
information is important to providing the
proper level of physical protection and
to site personnel involved with
operations; criticality safety;
environment, safety, and health
(ES&H); and D&D

 Enables DOE sites to conduct and
reconcile emergency inventories if
security systems are compromised (e.g.,
a building evacuation after a fire alarm
could result in a need to verify that
materials were not removed during the
confusion) or if an adversary claims to
have stolen material from a DOE facility

» Provides the only definitive confirmation
that protection measures have been
effective (periodically verifying that
materials are still present adds to the
confidence that the protective measures
have not been defeated)

* Provides a means of detecting theft or
diversion of fissile materials

* Provides timely data so that process
losses or holdup can be localized and
analyzed and materials can be
recovered or appropriately identified
before significant quantities are allowed
to accumulate and remain unaccounted
for

* Is a prerequisite to offering fissile
materials up for inspection by the IAEA.




Historical Perspectives on
DOE'’s Difficulties in
Maintaining Adequate Fissile
Material Assurance

Providing an acceptable degree of fissile
material assurance has always been a challenging
problem for a variety of technical and operationa
reasons. For example, production processes, such
as solvent extraction (transforming liquid nitrate t
oxide), presented challenging measurement
problems (e.g., sampling and measuring produgt
streams in complicated series of pipes containin
continuously flowing materials). Further, in most
processes, some fissile materials inevitably end up
as by-products (scrap); for example, material must
be trimmed from a cast metal part. Scrap is oftep
irregularly shaped and mixed with other materialg
so that the amount of fissile materials is difficult to
measure. Fissile materials, like other proces
materials, also inevitably accumulate in proces
equipment and piping (holdup), or end up in forms
that have low concentrations of fissile materialg
that cannot be economically recovered (waste).

[72)
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/:—***—,\ Some forms of fissile materials
| could not be measured when they
\»: @ were produced.

For much of the DOE’s history, the technology
did not exist to measure the various chemical an
physical forms of materials produced as part o
the strategic defense buildup and related DO
efforts. Measurement techniques available in th
early days of the weapons program (e.g., scalé
for weighing materials, chemical analysis, and mas
spectrometry for element and isotopic
measurements) were adequate for measuring pure
materials, most solutions, and some wastgq.
However, the remaining scrap, waste, and holdu
materials could not be measured using availabl
measurement techniques without furthe
processing. Nondestructive assay measurement
technigues for these materials were not availabl
until the early 1970s.

In some cases, the inability to measure item{
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was not a detriment to fissile material assurancg.
For example, weapons components, ofte
amalgams of fissile materials and other metals,
were difficult to measure without destroying the

component. However, they were manufactured
under stringent quality control and security
conditions, so DOE could be confident that they
contained the expected amount of fissile materials.
While DOE was processing fissile materials
in support of the defense buildup, some of the errors
inherent in estimating the quantities of fissile
material contained in scrap and waste could be
tolerated because the inventory was corrected
when materials were recovered. For example,
scrap materials were reprocessed and the material
converted to a form that could be accurately
measured. Also, equipment was periodically
cleaned so that the holdup could be recovered and
measured. In addition, waste products were

packaged and held for incineration to ash, which
could then be measured with some degree of
accuracy.

. i . . . .
Performing measurements of fissile materials in a
shutdown process line

Additional problems with measuring materials
were encountered during the late 1980s through
the 1990s. The end of the Cold War resulted in a
significant (around 30 percent) increase in the
DOE's fissile material inventory as weapons were
returned from stockpile and DOE accepted fissile
materials from other countries. The changing
needs resulted in production stand-downs and large
guantities of fissile materials were left in forms
that could not be readily measured. During this
same period of time, nuclear operations at some
facilities, such as the Rocky Flats Plant, were shut
down for safety reasons, leaving materials in
processes and temporary storage for what was
expected to be a short period of time but ended up
being for years. In these cases, DOE did not take




effective action to stabilize materials, clean oup

process equipment, or measure materials. Further,
some processes, such as waste incineration, we
shutdown permanently because of environmental
concerns, and unmeasured waste inventories grgw
rapidly.

The inability to measure scrap,
waste, and holdup hindered
effective fissile material
assurance.

Nevertheless, the inability to measure scrap
holdup, and waste materials significantly hindere
DOE'’s ability to accurately account for nuclear
materials. Sites often had to make estimates basgd
on historical experience or observation; th
accuracy of such estimates varied from reasonably
good to poor. Over time, various materials wer
not processed or measured for one reason pr
another. Such material accumulated to the point
where a significant amount of scrap and othey
unneeded fissile materials in various forms were
placed in storage, with no near-term plan to procegs
it to a measurable form.

g Management attention to fissile
‘ material assurance programs
has varied over the years.

In addition to the technological challenges, the
attention devoted to properly accounting for fissile
materials has varied over the 50-year history of it
production and processing. In the early years ¢
the defense buildup, all available fissile material
were needed to meet defense production goa
Further, because producing plutonium and highl
enriched uranium was very expensive, there were
strong financial incentives to recover as much fissilg¢
material as possible. Also, when DOE productiO}
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facilities were operating, many of the processe
(such as blending) depended on informatio
provided by fissile material assurance programs,
and the fissile material assurance personnel worked
closely with operations and production personnel.
These factors provided incentives to keep DOFE’
inventory of fissile materials up-to-date.

\"£4

Now, as the nation’s defense needs have
changed, DOE'’s fissile materials are no longer

re recovered to meet weapons production goals—in

fact, the U.S. now has more plutonium and highly
enriched uranium than needed for defense
purposes. In addition, there are currently few
economic incentives to recover plutonium (highly
enriched uranium has economic value because it
can be blended down so that it is not usable in
nuclear weapons and then sold for commercial
reactors). Correspondingly, the fissile material
assurance programs at some DOE sites have
suffered because they lacked support from
operations, which no longer have the operational
or production incentives to track fissile materials.
Over this same time period, DOE safeguards and
security programs have focused on applying
physical security measures (the “guns, gates, and
guards” approach) to mitigate acknowledged
weaknesses in fissile material assurance,
particularly as many materials were placed in vaults
when operations slowed. These factors led to fissile
material assurance being perceived as less
important, and thus receiving fewer of DOE’s
resources.

DOE has hundreds of
kilograms of unmeasured or
poorly measured fissile
materials.

Currently, DOE has hundreds of kilograms of
fissile materials in the form of scrap, waste, and
holdup that do not have defensible measurements.
Most of these materials are located at the DOE
sites that produced and processed nuclear materials,
such as the Hanford Site, the Rocky Flats
Environmental Technology Site, the Y-12 Plant,
Idaho National Engineering and Environmental
Laboratory, and the Savannah River Site. A
significant number of items without defensible
measurements are also located at various DOE
national laboratories, such as Los Alamos National
Laboratory and Lawrence Livermore National
Laboratory. Significant amounts of holdup are
found at the DOE gaseous diffusion plant at
Portsmouth, Ohio, which has been leased to the
United States Enrichment Corporation (USEC), and
a shutdown gaseous diffusion plant at Oak Ridge,
Tennessee.




Results

Progress Since 1995
Oversight Report

In the three years since the 1995 Office
of Oversight special study, a number of
significant actions have been taken to
improve fissile material assurance. The
actions include both complex-wide efforts,
such as the MAP, and site-specific efforts

DOE’s measurement
assessment project
(MAP) provides a
baseline of un-
measured and poorly
measured materias.

From a complex-wide perspective, the
most notable achievement is the MAP,
which was performed primarily by the
FMAWG at the direction of the Secretary
of Energy. The MAP involved a systematic
assessment of the adequacy o
measurements for DOE fissile materials
and has prompted sites to identify their
unmeasured and poorly-measureg
materials. This effort provides a foundation
for developing plans to ensure that DO
has defensible measurements and
accounting records for all materials, and
provides a baseline for tracking
improvements. Although there are still some
aspects of the assessment that nee
refinement, the MAP has significantly
improved DOE's ability to characterize the
adequacy of measurements and provided
much better understanding of the problems
that need to be dealt with.

The FMAWG was instrumental in the
performance of the MAP and has provided
a good forum for discussion of important
fissile material assurance issues. The
FMAWG has also helped to enhance
communications between material control

various DOE sites and briefed senior DOE
managers about fissile material assurance
issues. In addition, the FMAWG has worked
with the NN on a variety of ongoing
Headquarters initiatives. For example, DOE
has addressed previously identified problems
with an excessive number of unresolved
differences between shippers’ records and
receivers’ records. DOE is also modifying
the national nuclear material data base to
improve DOE’s ability to reconcile
discrepancies in data bases of waste
materials.

Another ongoing initiative is a DOE-
wide study, performed by New Brunswick
Laboratory, that is evaluating the need for
additional measurement standards. This study
is intended to address problems with certain
materials at a number of sites that cannot
currently be measured adequately because
there are no adequate standards. In addition,
DOE has taken steps to ensure that adequate
information is available about software used
for various measurement equipment.
Specifically, Los Alamos National Laboratory
has created training programs and established
a “home page” for non-destructive assay
(NDA) equipment that enables information to
be disseminated readily and improves
communications between the software
developerand users.

W te
k

g |

and accountability (MC&A) personnel atA set of uranium oxide measurement standards used
to calibrate non-destructive assay instruments




Some sites have made notable
progress in addressing some
fissile material assurance
issues.

In addition to the complex-wide efforts, various
DOE sites have also made some progress i
addressing site-specific issues (see text box on page
12). These efforts have addressed som
longstanding concerns and reflect the increas
attention to fissile material assurance over the pagt
few years. While there is still a long way to go,
the efforts at Rocky Flats are notable, considerin
the historical weaknesses in the MC&A program
at that site and the substantial challenges associat
with its ongoing efforts to measure large quantities
of poorly measured fissile materials. Rocky Flats
has stabilized many plutonium items and thus
removed a significant barrier to performing the
required inventories and measurements (i.el,
concerns associated with handling unstabl¢
materials have been addressed). As a result, th¢y
have completed baseline physical inventories anfl
are meeting approved inventory frequency
requirements. lItis also notable that the Savanngh
River Site has completed measurements on mopt
of its poorly measured materials, and the Y-12 Pla
has developed a detailed plan to address its large
guantities of poorly measured materials, most o
which it received from other sites.

Through various site-specific purchases anc
cooperative efforts between sites, DOE has
substantially enhanced its ability to perform
measurements. Collectively, DOE sites have
invested more than $20 million in additional
measurement equipment in the past few years.

The net effect of these accomplishments is
that DOE sites have improved their capability to
measure materials. DOE sites are also addressifg
some of the remaining technical obstacles tq
improving fissile material assurance, such a:
problems in handling unstable materials and the lac
of standards.

14

A

Current Status of Fissile
Material Assurance

Despite the notable progress at some sites, thefe
is a long way to go before DOE achieves the
necessary levels of fissile material assurance. Marjy
of the conditions identified in the 1995 Oversight repor
persist today. Most notably, there are btilhdreds

D
o

of kilograms of uranium and plutonium in items
(e.g., scrap) that do not have defensible inventory
values. Even with increased and sustained
attention, establishing adequate fissile material
assurance will take several years because of the
large number of items that need to be accurately
measured and the obstacles to performing the
necessary measurements (e.g., some materials
cannot be measured until they are processed into
a measurable form, there are safety issues and
radiation exposure associated with handling some
materials, and adequate measurement standards
are lacking for some materials).

Overall progress to address
identified fissile material
assurance weaknesses has been
slow.

Although some improvements in fissile material
assurance are evident, the overall progress toward
improving fissile material assurance has been slow.
The FMAWG’'s MAP was the first ever
characterization of the status of the DOE’s fissile
material inventory from a measurement
perspective. While it was generally a positive
initiative, it was slow to get started and took more
time than was necessary because of ineffective
communications in the early stages. The MAP
provided a good initial assessment of the
measurement status and a basis for planning and
establishing priorities, however, it should be refined
and updated. There are still some materials that
are not adequately characterized, and some
materials are reported as having good
measurements that do not. For example, one site
listed materials that were measured before 1965
and had unknown measurement uncertainties as
“good” measurements. Another site listed unstable
material (plutonium metal and oxides) as having
“good” measurements because the materials were
listed in a disposition plan, even though that plan
had not been fully implemented. Additional
refinements of the MAP data could further improve
DOE'’s ability to accurately characterize materials.

One outcome of the MAP is that the sites have
all presented plans to the FMAWG that describe
how they intend to address the issues of
unmeasured and poorly measured materials at their
facilities. However, with the exception of the plan
for Y-12 Plant, none of the plans are formally
documented nor have they been adequately




profiles indicates that about half of DOE sites with
significant quantities of fissile material have fissile
material assurance weaknesses or important issues
to resolve. The general types of weaknesses

supported by contractor management and th
operations office. Because there are no mileston
identified, there is no accountability for meeting

coordinated within the contractor organization an}
S

commitments. Neither the operations offices no
Headquarters has prioritized proposed

measurement activities to provide resources where

they are most needed. The Y-12 plan is the onl

plan that has been submitted to Headquarters f@r

review and approval (September 1997), and it i
still under review at Headquarters.

Only a few sites have achieved a
significant reduction in their
unmeasured materials.

More importantly, few sites have moved pastI
I

the planning and characterization stage and actua
implemented their plans. With some exceptions
such as the Idaho National Engineering anc
Environmental Laboratory, the Savannah River Site
and the Rocky Flats Environmental Technology Site

few sites have performed sufficient measurements

to significantly reduce their inventories of

unmeasured or poorly measured fissile materialg.

It is recognized that improving fissile material
assurance is a long-term effort and that effectiv¢
planning and characterization are necessary stef
However, the efforts to date have not been timely

or sustained, resulting in inconsistent progresg

toward addressing known weaknesses.
An analysis of the Office of Oversight site

Measurements of holdup at the Roi:ky Flats site.
(The yellowish substance on the equipment is

Yy
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fire-retardant paint that is applied to enhance safety.)

prevalent at DOE sites include:

® Significant quantities of fissile materials that
have never been measured

® Inventory values that are not defensible
because the measurement techniques were
inadequate or not repeatable, or there are no
validated and documented uncertainties, or
because the inventory value is based on an
estimate (e.g., sometimes estimates were made
based on a visual inspection)

® Materials that have indefensible inventory
values because of inadequate or lost records
(e.g., equipment calibration records)

® Items that cannot be measured because they
are inaccessible (e.g., in a high-radiation area,
collocated with irradiated materials)

®  Failure to conduct required physical inventories,
or to establish appropriate compensatory
measures when inventories cannot be
conducted because of safety concerns

® Physical inventories that do not encompass all
materials or that do not provide sufficient data to
determine whether materials are accounted for

® Inventory measurements that do not provide
assurance that materials have not been diverted
(confirmation measurements that are not
sufficient for the type of material, confirmation
measurements on items that do not have
defensible values and that require a quantitative
verification measurement, not performing
adequate confirmation measurements on
materials that are not amenable to quantitative
measurement, and poor-quality measurements)

® Inappropriate inventory practices, such as not
adjusting accounting records when inventory
measurement results indicate significant
differences between the inventory
measurement result and the established
inventory value, and reporting inventory results




SITE-SPECIFIC ACCOMPLISHMENTS TOWARD ENHANCING
FISSILE MATERIAL ASSURANCE

Measurements

® The Savannah River Site has completed measurements of most of its previously unmeasured matetial.

® The Portsmouth Gaseous Diffusion Plant has measured its highly enriched uranium holdup and is qurrently
performing additional monitoring to assure that all areas containing highly enriched uranium holdup have
been identified.

® Rocky Flats has validated its ductwork holdup measurements with measurements of the materials r¢covered
when the ducts were cleaned out.

® The Idaho National Engineering and Environmental Laboratory has nearly completed measurements of the
process materials associated with a significant operation (i.e., the “Rover” materials).

Material Consolidation and Stabilization

® Significant nuclear material consolidation efforts have taken place at the Idaho National Engineering and
Environmental Laboratory, Sandia National Laboratories, Rocky Flats, and Savannah River.

® Rocky Flats has shipped one type of material (highly enriched uranyl nitrate solutions) to a commercial facility
to be processed and measured, and has brushed and stabilized oxide from a large number of plutonium
buttons; these actions are removing longstanding obstacles to performing physical inventories.

Equipment and Standards

® Lawrence Livermore National Laboratory has obtained a multiplicity counter to measure uranium |metal;
however, they still need uranium metal standards to calibrate the system.

® Rocky Flats has purchased and installed new NDA measurement equipment, including air bath calofimeters;
several other instruments are scheduled to be obtained and installed this year.

® The Pantex Plant is using technical specialists from Brookhaven National Laboratory and the Y-12 Site to
evaluate measurement systems used to confirm the presence of uranium in some types of nuclearn weapons
systems.

Inventories

® Physical inventories have resumed at the Y-12 Plant in all but five of the material balance areas where nuclear
operations were discontinued for safety reasons in 1994. The remaining inventories are scheduled tp resume
during 1999 with the resumption of enriched uranium processing and recovery operations.

® Rocky Flats has completed the baseline physical inventory and is conducting regular physical inventories on
approved frequencies.

® The Portsmouth Gaseous Diffusion Plant performs regular “sweeps” to ensure that there is no fissile material
in containers or disassembled equipment.

Planning

® A formal plan has been developed for measuring the unmeasured Central Scrap Management Organization
materials at the Y-12 Plant.

® Rocky Flats has developed a plan for implementing a new accounting system (RockMas) that is builf around
the new DOE-standard LANMAS accounting engine.

® Sandia National Laboratories has identified and prioritized its measurement needs so that funding can be
addressed and has implemented a new computer-based accounting system.

® Rocky Flats has reviewed nuclear material values contained in its accounting data base and identified those
that are indefensible and need to be remeasured; a plan to remeasure these items has been established.




to the DOE materials management daté
base—Nuclear Materials Management and
Safeguard System (NMMSS)—before
inventory measurements have been complete

® Incomplete or inappropriate inventory sampling|

plans (e.g., inappropriate populations,
inadequate definition of inventory populations
and defects, failure to specify actions to take
when there is a defect in the sample, and nor
random samples)

® Failure to include holdup in accountability records
after it has been identified and/or measured.

.

Weaknesses noted are similar
to those noted in the 1995
Oversight report.

The weaknesses noted above are similar
those identified in the 1995 Oversight report. Thes
continuing, recurring weaknesses indicate th

efforts to address identified weaknesses have npt

been consistently effective at all DOE sites, an
that renewed and increased attention is needed

Two aspects of these weaknesses requi
additional discussion to reflect events and trends th
have become evident since the 1995 Oversggiart
was issued. Specifically:

® Continued and recurring weaknesses in
physical inventories.In its 1996 report, the
DOE Inspector General criticized DOE sites
for their failure to conduct inventories or to
ensure that suitable compensatory measuré
were developed and approved if legitimate
safety issues precluded a complete physice
inventory. One of those sites, the Y-12 Plant
has not performed complete inventories fo
more than four years (although progress h
been made and physical inventories havs

resumed in most areas of the Y-12 Plant). I

recent months, contractor management at tw:
DOE sites (the Lawrence Livermore National
Laboratory special nuclear materials facility,
and the Hanford plutonium finishing plant)

decided to curtail operations to address safelf

issues but did not make arrangements t
perform the required physical inventories or

S
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develop and implement adequate

compensatory measures. These recent
failures to perform inventories highlight the fact
that DOE has not adequately addressed issues
related to meeting fissile material assurance
requirements during a safety shutdown.
Consequently, DOE is still vulnerable to the
criticisms cited in the Inspector General's 1996
report. In most instances where operations
were curtailed, site management directed a
blanket curtailment of operations without
formally analyzing the safeguards and security
risks. In the case of Hanford, subsequent
events demonstrate that it was not absolutely
necessary to cancel all portions of a required
physical inventory even though operations had
been curtailed (i.e., the site conducted a
physical inventory of the materials under IAEA
safeguards)

Technique for measuring holdup in piping and
ductwork

Problems with accounting for holdup. In

the 1995 Office of Oversight study, holdup was
identified as one of the most significant fissile
material assurance issues. Several sites had
no valid measurements of the amount of holdup
at their facilities, and accounting practices were
inconsistent and sometimes inadequate. Some
DOE sites have addressed some aspects of
this issue by performing measurements to
locate and quantify holdup; however, these
efforts have not been thorough enough at some
sites. In some cases, materials have not been
identified (e.g., via wall-to-wall inventories) or
adequately measured to determine the amounts
of holdup (recognizing that holdup
measurements are subject to significant
uncertainty). In addition, at least two DOE
sites have substantial amounts of holdup that




have been identified but that are not properl)l
reflected in DOE inventory records; the
Portsmouth Gaseous Diffusion Plant has
located and measured approximately 625
kilograms of highly enriched uranium but has
not adequately “booked” the holdup in the
permanent inventory records, and Rocky Flats
Environmental Technology Site has about 25
kilograms of plutonium that has been identified
but not measured or booked.

These two issues are discussed in more detail n
Appendix A under Issues A-1 and A-2 respectively

Risks and Impacts of
Weaknesses in Fissile Material
Assurance

The weaknesses in fissile material assurance
although significant, do not necessarily result in
unacceptable short-term risks if the other elemenr
of DOE's defense-in-depth protection strategy ar
functioning effectively. The 1995 Oversight report
concluded that there was low risk of theft or
diversion of strategic quantities of special nuclea
material; DOE sites generally had good barriers
alarm systems, protective forces, and materialp
controls (e.g., two-person rules for material
surveillance, tamper-indicating devices on
containers, and daily administrative checks). Sinc
then, however, there have been significan
cutbacks in the security programs at most DOE
sites, including reductions in the number of
protective force personnel and elimination of somg
access control points.

3%

DOE is performing more
activities involving movement of
nuclear materials.

In addition, many DOE facilities are
undertaking increased operations involving fissile
materials and thus have a need for better fissil
material assurance programs. In 1995, most DO
fissile operations were shut down: few sites hac
ongoing operations that involved processing fissile
materials, and most of DOE'’s fissile material was
locked in vaults and rarely accessed. Now, DOE
has consolidated the weapons complex operatiofs

v

and is performing more activities related to the
national defense program, such as weapons
disassembly and refurbishment. In support of these
efforts, there is increased activity involving fissile
materials at a few sites (e.g., Los Alamos National
Laboratory), and the Y-12 Plant is restarting
operations to support Defense Programs efforts.
In addition, in 1995, most of DOE’s D&D and
environmental restoration efforts at major fissile
materials sites were in the planning stage. Today,
many DOE sites are undergoing active D&D
efforts, which involve moving and processing fissile
materials to stabilize and repackage them for
removal from shutdown facilities and placing them
in long-term storage.

The combination of security cutbacks and
increased fissile material operations has posed
additional challenges to both fissile material
assurance and physical protection. The Office of
Oversight site profile effort determined that, in most
cases, DOE sites had adequately managed the
cutbacks and were operating more efficiently but
with a lower margin for error. The conclusion of
the site profile effort was that no sites had special
nuclear material at immediate risk. However,
several sites, including Rocky Flats, Lawrence
Livermore National Laboratory, and Los Alamos
National Laboratory, required immediate
compensatory measures and prompt attention to
correct identified deficiencies. Before
compensatory measures were implemented at
these sites, there were times when the physical
protection was less robust than desired. A
concurrent review by NN reached very similar
conclusions.

At the sites noted as requiring prompt attention
in the Oversight site profiles and the NN review,
some aspects of their fissile material assurance
programs are deficient. Although there is no
indication of theft or diversion of material at these
sites (or any other DOE sites), their current level
of fissile material assurance is not sufficient to
demonstrate conclusively that all materials are
accounted for.

Effective fissile material
assurance programs are the
only conclusive way to
demonstrate that physical
protection has been effective.




In light of the reductions in security and the
increased operations involving fissile materials
DOE can no longer afford to rely on physical
protection measures to compensate fo
acknowledged weaknesses in fissile materigl
assurance. The importance of fissile materi
assurance is increasing as DOE sites need to pe
able to demonstrate that their protection measuré¢s
are effective. Effective fissile material assuranceg
programs are the only conclusive way to prove
that all fissile materials are accounted for. Furthel,
without effective fissile material assurance, DOE
sites cannot adequately perform emergency
inventories, conclusively resolve inventory
differences, and reliably detect a protracted
diversion of fissile materials.

Based on the site profile effort and other
reviews, Oversight continues to believe that the
risk of theft and diversion of a significant quantity
of fissile material is low at DOE facilities.
However, fissile material assurance is not ye
adequate to meet other safeguards objectives, ahd
the plans for improvement have not been adequately
reviewed and formalized.

In addition to the safeguards impacts, a numbgr
of factors call for accelerating the efforts to
improve fissile material assurance. These factovE
include the increased amounts of excess fissil
materials being offered for IAEA inspection, the
potential transition to regulation by the U.S. Nuclea
Regulatory Commission (NRC), ongoing transfers
of fissile materials to the USEC, and interfaces
between fissile material assurance and ES&H.

Weaknesses in fissile material
assurance will make a
transition to NRC regulation or
meeting the U.S. commitments
to offer fissile materials to the
IAEA for inspection expensive
and difficult.

containers.

A segmented gamma-ray
scanner is used to scan
containers of nuclear waste to
determine the amounts of
fissile materials within the ...

Because of the differences in the requirements
and weaknesses in DOE fissile material assurance
programs, a transition of a DOE facility from DOE
regulation to NRC regulation or offering DOE
materials up to IAEA inspection will be difficult and
costly. In addition, weaknesses in the U.S. domestic
fissile material assurance program could reduce U.S.
credibility in the international community, thus limiting
DOE's ability to meet Strategic Plan provisions that
relate to enhanced international safeguards,
nonproliferation, treaties, and bilateral agreements.
The Strategic Plan specifies that more than 50 metric
tons of highly enriched uranium will be transferred to
USEC or offered for IAEA inspection. Such material
must have defensible measurements and inventory
values. In some cases, establishing inventory values
that are acceptable to the IAEA will require
processing the material into forms that will support
defensible measurements.

Weaknesses in fissile material assurance can
also impact ES&H programs, such as radiation
protection and criticality safety, which have
important interfaces with fissile material assurance
programs. For example, criticality safety limits
require accurate knowledge of the amount of
material in each item; the accountability values for
items typically are used to determine the amount
of material in each item. Discrepancies in
accountability values could contribute to a criticality
safety limit violation and, in the worst case, a
criticality event that causes fatalities or injuries.

Appendix B discusses in detail the potential
impacts of weaknesses in fissile material assurance
on DOE'’s ability to meet provisions of the DOE
Strategic Plan, including provisions related to
ES&H and the transition of DOE materials to
IAEA, USEC, and/or NRC.

o




Obstacles to Improving Fissile
Material Assurance

In the early years of the DOE nuclear program
limitations in measurements technology posed
major barrier to accurately accounting for fissile
materials. Advances in measurement technolog
in the past 20 years have greatly increased the abil
to accurately measure legacy fissile materials. F
example, the development of NDA instrumentatio
provided the capability to measure many types

materials, such as waste, that could not be measuied

at the time they were produced. Measuremerjt
S
f

technology has progressed to the point where it
even possible to perform credible measurements
fissile materials contained in many holdup

configurations. A few types of materials, such a$
irradiated fuels and nuclear weapons systems, are

still difficult or impossible to measure with current
technology.

In recent years, DOE sites have taken steps
address some of the remaining technical obstacl
to improving fissile material assurance, including
obtaining the equipment needed to perfornj
measurements. As discussed under Issue A-3
Appendix A, the lack of suitable equipment ang

at some sites for some types of materials. Howev
DOE initiatives, such as an ongoing study of th
need for additional standards by the New Brunswic
Laboratory, have the potential to address many

measurement standards continues to be an obst?{Ie
r

f
the remaining technical obstacles to performinz

measurements.

A

The wide range of shapes and sizes of scrap and
waste containers poses challenges to developing
suitable measurement standards.
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It is technically feasible to
measure most fissile
materials, but a number of
obstacles remain.

Thus, itistechnically feasibleto adequately
measure most materials in DOE’s possession
using existing technology. However, there are a
number of obstacles that continue to hinder DOE
site efforts to perform measurements and improve
fissile material assurance programs in a timely
manner. These obstacles can be characterized
as (1) safety/operations, (2) policy/regulation, and
(3) program management.

Safety/Operations Obstacles

As discussed previously, DOE sites have
failed to perform required physical inventories
because of safety-related shutdowns. In addition,
there are a number of instances where DOE sites
do not perform measurements because the
materials are difficult or dangerous to handle (e.g.,
highly or moderately irradiated, unstable, or
pyrophoric). Further, some materials are located
in areas where radiation levels are high, thus
causing personnel who handle or measure them
to receive significant radiation exposures. In
addition to safety-related concerns, some fissile
materials cannot be adequately measured until
they are processed into a measurable form, and
in some cases, the facilities needed to process
the materials are shut down for operational, safety,
or environmental reasons.

] Safety and operational
‘ obstacles have not been
adequately analyzed.

\

These conditions, which are essentially the
same as those reported in the 1995 Oversight
report, are significant obstacles that are not easily
overcome. Nonetheless, as discussed under Issue
A-3 in Appendix A, most facilities have not yet
even begun to analyze these obstacles or made
realistic plans to address them. Consequently,
DOE'’s progress toward improving fissile material
assurance has been slower than it could have been.
In addition, many DOE sites are not achieving
the synergistic benefits of close coordination




between MC&A and other facility organizations,
such as criticality safety (discussed in more detall
in Appendix B).

Policy/Regulation Obstacles

A common thread throughout the issues in thi
Oversight followup report is that policies and
guidance have not been reevaluated and revised]i
response to changing needs. Most DOE MC&A
policies were developed during a different er
when DOE was focusing on meeting productio
goals. The current policy and guidance are mo
applicable to production facilities and efforts to
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address the issues encountered today, such as lop

term storage, IAEA inspections, D&D, and material
stabilization, have been fragmented.

Revisions to the current DOE
order governing fissile material
assurance have been
significantly delayed.

There is a general consensus that the curre
order governing MC&A, issued in 1994, needs

-

enhanced, including implementation of termination
of safeguards policy (see Issue A-5 in Appendix A),
policies for irradiated fuel (see Issue A-6 in Appendix
A), acceptable compensatory measures when safety
issues preclude a full physical inventory, and special
issues associated with certain types of materials (e.g.,
weapons components, mixed oxide fuel elements, and
holdup).

n

Techniques are being developed to confirm the
presence of fissile material in nuclear weapon
components.

t
The inability to demonstrate progress toward

improvement (e.g., some provisions are unnecessarfly improving DOE policies and revising applicable

prescriptive, and others are ambiguous). A revisio

orders is not unique to the MC&A community.

addressing some of the needed changes has bg¢en However, the lack of progress is of particular

drafted and revised several times. More than a ye
after it was considered a priority effort, the revise
draft order has not been sent out for formal comme
The underlying factor appears to be that the MC

r concernin light of the significant delays (more than
three years since the 1995 Oversight report was
issued, and almost two years since the FMAWG
issued its recommendations) and the fact that there

community is unable to agree about certain provisiorls is no indication that the current gridlock will be

of the revised order, so a virtual stalemate h
developed. Although there are legitimate differenc
among professionals that are difficult to reconcile
the current stalemate is delaying other changes t
are generally viewed favorably by all parties, forcin
sites to implement certain prescriptive provisions fo
which less expensive alternatives may be availabl
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broken in the near future.

Program Management Obstacles

The quality of plans to address

. fissile material assurance
Arelated concern is that disagreements over polici¢s weaknesses varies considerably,

are contributing to a growing trend to tolerate non
compliance with DOE order provisions at DOE sites
and operations offices. (Issue A-4 in Appendix A
provides more detail on problems associated with DO
order revisions and non-compliance.)

A thorough revision of DOE policies and

and many plans are not adequate.

By performing the MAP, DOE has made
substantial progress toward addressing one major
obstacle—inadequate characterization of

guidance can help resolve obstacles to progress py materials—that has hindered effective program

clarifying and simplifying the fundamental
requirements of a solid MC&A program. A number

direction. As part of the MAP effort, DOE sites
presented site-specific plans for measuring fissile

of specific aspects of policy need to be analyzed arld  Materials that do not currently have defensible values.




While a few sites are performing measurementy,
many sites have not developed formal plans that cgn
be realistically implemented. For example, plans arg¢
not documented; sites do not identify funding
mechanisms and resources; few sites have formally
coordinated the planned activities with their DOE
operations office or program office; and few sites
have addressed obstacles, such as radiation exposure,
that may be encountered when performing
measurements. (See Issue A-3 in Appendix A fof
additional details on the site-specific plans.)
Because there are so many unmeasured amd
poorly measured items, it will be time consuming an
resource intensive to measure all materials; some sites
have hundreds of kilograms of fissile materials i
thousands of different items that are not adequate
measured. Resources for performing extensiv
measurements and other fissile material assurange
activities are limited, and often funded from overhea
accounts. In the competition for resources, fissil
material assurance activities have generally received
low priority. This low priority has been evident in
historical delays in procuring appropriate measurinﬂ;|

equipment (although significant progress has be
made recently in obtaining equipment), decisions n
to perform measurements on legacy materialg,
decisions to use available equipment for othef
purposes, delays in developing standards, and similfar
problems that have contributed to weaknesses in fissile
material assurance. Without effective planning an

identified resources, there is no assurance that thje
plans will be funded and implemented.

==y Inconsistent program direction
' and line management support is
I a significant obstacle.

The lack of effective plans to address unmeasurgd
or poorly measured materials and other fissile materigl
assurance weaknesses is symptomatic of IongstandiE
problems with program direction and line manageme

support. While not unique to MC&A, problems with
program direction, such as inconsistent direction froiF

multiple sources, slow decision processes, ineffecti
dispute resolution practices, and lack of a cle
decision-making authority, have contributed to the

weaknesses in fissile material assurance and to the

slow progress to correct them. In addition, DOE

sites have a pronounced tendency to place too mu¢h

reliance on physical protection measures to mitigatg

Establishing the FMAWG has been a positive
step toward improving program direction. The
FMAWG consists of knowledgeable, experienced,
and dedicated people who are genuinely interested in
making improvements. It has provided a good
mechanism for the field to raise issues and a good
forum for discussion between NN and the field. The
FMAWG has also provided value to DOE by helping
to perform the MAP and identifying policy issues.
However, the FMAWG is only partially achieving its
objectives. Specifically, the FMAWG is not
addressing all of its responsibilities, and its efforts have
not led to timely resolution of issues. The slow
progress is contributing to waning enthusiasm for
participation in FMAWG activities by some field
personnel. (See Issue A-8 for additional discussion
on FMAWG activities and program direction.)

The most important factor to be
addressed is inconsistent line

The single most important factor requiring
attention is inconsistent support from line
management (including the program office, the
operations office, and contractor management).
Progress toward resolving fissile material
assurance issues requires a concerted and
sustained effort and cannot be accomplished by
MCG&A staff alone. Line management support is
essential to resolve issues, ensure that resources
are applied to fissile material assurance, and ensure
close coordination between MC&A personnel and
ES&H, production, and measurements personnel.
The experience with the MAP demonstrates that
line management support is necessary to make
progress on fissile material assurance issues—the
MAP received priority at DOE sites and made
substantial progress only after a senior DOE
Headquarters manager (EM-1) was assigned
responsibility for the effort. Further, management
support for fissile material assurance issues has
been inconsistent at some sites, as evidenced by
the failures to conduct inventories, insufficient
support for fissile material assurance measurement
plans, and a low priority for MC&A programs.
The needed improvements in fissile material
assurance will not occur unless DOE takes action
to ensure that line management is actively involved
in fissile material assurance issues and accountable

weaknesses in fissile material assurance. (See Isque for achieving improvements.

A-7in Appendix A.)




While some progress has been made in
resolving fissile material assurance issues
and some sites are effectively addressing
fissile material assurance issues, the overall
conclusion of this followup review is that
progress has been slow and efforts to|
improve are losing momentum. The
following opportunities for improvement are
not intended to be prescriptive. Rather, they
are intended to provide DOE Headquarters
and the field with a framework for enhancing
fissile material assurance programs and|
resolving some of the obstacles to success

The first four opportunities for
improvement are site-specific and are best
addressed by individual sites and operations
offices. For each of the opportunities for
improvement, the sites and organizations
that are most directly affected are identified
in parentheses. The last four opportunities
for improvements are DOE-wide and will
require attention and action at DOE
Headquarters.

1. Resolve issues that have led to
failures to conduct required physical
inventories of nuclear materials at
several DOE sites. (Hanford Site,
Lawrence Livermore National
Laboratory, and the Y-12 Plant)

DOE has not adequately addressed the
underlying factors that have resulted in the
repeated failures to conduct required
inventories or ensure that suitable
compensatory measures were implemented
To prevent recurrences of this situation:

® The cognizant program offices (Defense
Programs and EM) and operations
offices (Oakland, Richland, and Oak
Ridge) need to ensure that Lawrence

40 Opportunities for Improvement

Livermore, Hanford, and the Y-12 Plant
resume physical inventories as soon as
possible.

NN and the FMAWG need to
cooperatively develop and issue formal
guidance for establishing suitable
compensatory measures to be used
when a physical inventory cannot be
performed because of operational
curtailments and/or safety shutdowns.
The guidance should specify that sites
complete as much of the physical
inventory as possible—too often sites
cancel or delay an entire physical
inventory when only a portion of the
facility is affected by safety issues.

Interim policies should be developed and
eventually incorporated into DOE

orders, requiring sites to develop and
implement suitable compensatory
measures when a required physical
inventory cannot be performed. Prompt
notification of the responsible

operations office and program office
and NN should also be required
whenever an inventory is significantly

delayed.

Ensure that holdup is identified,
measured, and properly reflected in
the inventory records, and that
inventory records are updated as
appropriate. (Rocky Flats
Environmental Technology Site and
Portsmouth Gaseous Diffusiorn
Plant)




The Rocky Flats Field Office and the Rocky
Flats Environmental Technology Site need to
formalize their approach to the holdup efforts,
ensure that holdup is properly measured and
booked when itis identified, and validate holdup
measurements when holdup is recovered from
process equipment.

cannot be readily removed need to consid
additional actions to address weaknesses in th
identification and measurement of holdup:

Several DOE sites that have holdup th% d
r

® The Oak Ridge Operations Office and the
Portsmouth Gaseous Diffusion Plant need to

Ensure a timely and coordinated review
and decision by Defense Programs on the
Y-12 Plant plan for measuring fissile

® Take prompt action to ensure that holdup 3.
in the cascade facility is properly reflected
in inventory records.

materials. (Y-12 Plant, Oak Ridge
_ _ Operations Office, and Defense
® Ensure that holdup is properly categorizec Programs)

and protected until it can be removed.

The Y-12 Plant measurement plan is
comprehensive and has been effectively
coordinated between the contractor and Oak Ridge
Operations Office, including identification of funding
needed to perform measurements. It has also been
reviewed by the FMAWG and modified

® |dentify and evaluate options to accelerate
removal of the largest identified
accumulations of highly enriched uranium
from cascade equipment. Such removal$

may also benefit criticality safety and
radiation protection efforts and may
support reductions in security costs.

accordingly. However, there are indications that
the Defense Programs (DP) review of the Y-12
Plant plan may involve several separate iterations
by different DP organizational elements and is
taking an extended time. DP and the Oak Ridge

® \rify that the interfaces between the Operations Office need to:

DOE contractor and USEC contractors '

are effective in ensuring that DOE

materials are properly accounted forand e  gyreamiine the DP review process to ensure a

protected, with particular attention to timely decision with a minimal number of

activities that involve disassembly or iterations.

removal of equipment (which could result

in holdup becoming accessible).

® Approve the plan and funding or develop a

o timely alternative that ensures timely efforts

Coordinate as needed with NRC and
USEC to ensure that issues involving highly
enriched uranium holdup in leased facilities
and equipment are addressed (the NRE
certificate for operations does not
encompass highly enriched uranium).

to improve measurements and that addresses
the large quantities of materials at the Y-12
Plant, the long operational curtailment,
additional materials shipped to Y-12 in recent
years, and the ongoing restart of operations
(which entails resuming processes that require
accurate knowledge of quantities of materials).
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4. Accelerate efforts to develop an
implement effective and realistic sitef
specific plans for addressing fissilge
material assurance weaknesses, including
an assessment of impacts on DOE'’s ability
to meet provisions of the DOE Strategic
Plan. (All sites should examine theif

ability to meet the DOE Strategic Plan

provisions. Particular attention to
measurement plans is needed at Rocky

Flats Environmental Technology Site, Lo$

Alamos National Laboratory, Lawrence

Livermore National Laboratory, the

Hanford Site, and Argonne National

Laboratory-West.)

DOE needs to take a more active role in
ensuring that measurement plans are develope
coordinated, approved, and implemented. Ir
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addition, the scope of the plans should be expand
to address other aspects of fissile materi
assurance (physical inventory, for example) and t
ensure that weaknesses in fissile materi
assurance do not impact DOE's ability to meet th¢
provisions of its Strategic Plan. To this end, DOE
should consider:

® Increasing the operations office involvement
to ensure that the plans identify priorities and
realistic milestones, and that the necessar
resources are identified and allocated.

® Ensuring that DOE senior managers hold
operations office and program offices

accountable for establishing realistic plans and

milestones for meeting fissile material
assurance objectives.

® Requiring each program office to provide
regular briefings to the Security Management
Council (which is led by the Deputy Secretary

and is chartered to address and resolve the

major issues affecting the DOE’s safeguards
and security programs) on the status o

d

measurement plans and progress towar
achieving established milestones.
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Having FM-1 take a more active role in
establishing plans and monitoring and reporting
progress.

Systematically analyzing whether weaknesses
in fissile material assurance can significantly
impact DOE's ability to meet strategic goals,
including goals related to safeguards and
security, non-proliferation, ES&H, and facility
management. Such impacts need to be
understood and incorporated into site plans. An
analysis of fissile material assurance issues
against the Strategic Plan may also provide a
useful and defensible basis for determining
safeguards priorities. The FMAWG is well
positioned to provide support to such efforts
and to analyze impacts and priorities from a
DOE-wide perspective since many of the key
decisions cannot be made on an individual site
basis (such as selecting materials to be included
in the 26 metric tons that are slated to be
offered up to inspection by the IAEA).

Establishing processes to ensure adequate
reviews of site-specific plans as well as timely
decisions on approval and funding.

Enhance management support for fissil¢
material assurance by ensuring that
program offices, operations offices, ang
contractors are accountable for progress

A1

DOE needs to establish better mechanisms for

ensuring that program offices, operations offices,
and contractors place appropriate priority on fissile
material assurance issues, that plans have clear
milestones and are implemented on schedule, and
that line management is accountable for results.
Such mechanisms could include:

Establishing a process to track and monitor
FMAWG recommendations. Such a process
could include having the Security Management
Council review and accept/modify/reject
FMAWG recommendations and monitor




progress to ensure that the program officeq,
operations offices, and contractors achievg
adequate results in a timely manner. The
Security Management Council already has
responsibility for monitoring safeguards andj
security improvements, so the interface with
FMAWG is a natural fit. The Security
Management Council also has the necessaly
level of authority to ensure that FMAWG
recommendations are appropriately
coordinated with line management and, if|
accepted, to ensure that they are implementef.

Reviewing contracts, contractual performance
objectives, and objective measures o
performance to ensure that disincentives tg
effective fissile material assurance
performance are eliminated. For example
there have been a few instances wher
contractors had incentives to remove
radioactive materials from a facility by a certainj

v
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date but did not have provisions to ensure th
fissile material assurance objectives were mdt
before doing so. This has led to instancep
where fissile materials were removed from &
secure facility but later had to be returned to &
secure facility when the safeguards
implications were realized.

Including performance objectives and
performance measures related to fissilg
material assurance in management an
operating contracts and management an
integration contracts. Effective contract
incentives (rewards and sanctions) can focu
management attention, ensure accountabilit
for results, and promote efficient use of
resources. Contract closeout clauses could
also include provisions for withholding fee or
similar sanctions, pending completion of an
inventory. Some fissile material assurance
activities may require incremental funding;
however, many of the needed measuremenis
can be performed with in-house resources i
contractor senior management ensures that
those efforts are a site priority and if
appropriate contractual performance rewardg

T
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are used as an incentive to perform effectively
and efficiently.

Establishing specific and measurable provisions
for achieving fissile material assurance objectives
and measurement plan milestones in the DOE
Strategic Plan and performance agreements with
each of the DOE business lines.

Ensuring that the above-mentioned fissile
material assurance provisions flow down from
the program office to the operations office
manager and associate managers and
subsequently to MC&A staff, and that such
provisions are incorporated into performance
evaluations.

Assigning a DOE manager, such as the Deputy
Secretary for Field Management (FM-1), or a
senior staff member in the Deputy Secretary’s
office, to monitor progress toward addressing
fissile material assurance issues and report
regularly to the Deputy Secretary on the status.
As needed, FM-1 could ensure that the field’'s
views are adequately represented, encourage
line management to support fissile material
assurance activities, participate in FMAWG
briefings, and act as an advocate for fissile
material assurance issues at Headquarters.

Enhance fissile material assurance
program direction by strengthening and
expanding the role of the FMAWG and
increasing coordination with the DOE
Security Management Council.

DOE continues to have a need for a group

such as the FMAWG to provide program direction,
apply technical expertise, suggest improvements
to policy for consideration by the MC&A Quality
Panel (which works with NN to develop and clarify
polices), and ensure that field perspectives are
represented in the Headquarters decision-making
process. Toimprove program direction, DOE senior
managers should consider taking actions to
strengthen and expand the role of the FMAWG:




® Assign the FMAWG the responsibility to

monitor the field’s development of plans to
address fissile material assurance weaknessgs
as discussed above. The FMAWG's role
should include working with sites to refine
MAP data, providing and clarifying guidance
for the development of such plans, reviewing
the products, providing feedback to the field,
promoting consistency where appropriate
between sites, coordinating issues that affeqt
multiple sites, and ensuring that the plans mee
DOE objectives.
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Strengthen the FMAWG's role in ongoing
DOE efforts to enhance communications,
ensure that efforts are coordinated, and
increase visibility and support for fissile material
assurance. For example, the FMAWG shoulg
play a stronger role in ongoing DOE efforts to|
determine the ultimate disposition of excess
fissile materials and facilities.

Have the FMAWG provide regular briefings
to the Security Management Council. The
Security Management Council committee
should also consider using the FMAWG as &
technical resource as complex issues arise
involving fissile material assurance. In addition,
the FMAWG could be used to provide support
and advice to the Security Managemen
Council in evaluating recommendations madé
by the Special Review Team (led by Sandiég
National Laboratories personnel) assessmeirjt
of safeguards and security technology ta
protect sites. In addition, the FMAWG could
be used to provide support and advice to th
Security Management Council in evaluating|
Special Review Team recommendations.
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Identify methods to improve timeliness of
FMAWG efforts. Currently, most FMAWG

personnel only have the opportunity to
contribute to FMAWG efforts at meetings,
which typically are held once per quarter.
Timeliness could be enhanced by increasefi
communication and continuation of efforts
between meetings, and by increased use ¢f
subcommittees.

Ensure that line management (program offices,
operations offices, and contractors) recognize
that FMAWG efforts have senior management
support and are a DOE priority. Line
management can promote more timely
progress by allowing more opportunity for
operations office and contractor MC&A
personnel to contribute to FMAWG efforts
between the scheduled meetings. Line
management can also promote progress by
ensuring that their sites are responsive to
FMAWG requests for information.

Strengthen the FMAWG's role with respect to
policy development and refinement, including
more participation in developing order revisions
and policy memoranda. An expanded role in
these areas should improve the processes for
coordination, review, and approval of orders and
revisions, and ensure that field perspectives are
incorporated. The FMAWG should also have a
prominent role in a baseline reassessment of
policy and a comprehensive order rewrite.

Improve processes to provide information to
DOE senior managers, including presentation
of alternative views when a consensus position
cannot be reached within the FMAWG.

Coordinate with the New Brunswick
Laboratory effort to identify needs for
additional measurement standards to ensure
that the effort will appropriately address the
wide range of materials at DOE sites and the
site-specific problems that are hindering site
efforts to perform measurements.

Give the FMAWG an increased role in
determining how NN research and
development (R&D) and technical support
resources (such as NN-funded support at
national laboratories) are used. For example,
the FMAWG could have an increased role in
determining R&D priorities and coordinating
development efforts (such as development of
LANMAS and enhancements to NMMSS).




The FMAWG should be able to assign tasks
to experts from national laboratories and thus
make use of laboratory resources to perfornj
tasks, such as evaluating technical issues qr
developing position papers, in direct support of
FMAWG efforts.

® Ensure that the FMAWG is involved in
developing a consolidated approach to IAEA
and bilateral inspections that is consistent acrogs
DOE facilities, that DOE effectively
coordinates its efforts to bring inventory values
and policies in line with international
requirements, and that revisions to DOE order
and guidance reflect consideration of IAEA
safeguards and bilateral agreements.

7. Resolve issues that have delayed the
review and reissue of the revised DO
order governing MC&A.

TTT

Although a baseline review of DOE policies is
needed (see following opportunity for
improvement), the ongoing efforts to issue a revisefl
order should not be further delayed while a
complete rebaselining is undertaken. The changds
recommended by the FMAWG are important anc
should be incorporated into a revised order as sogn
as possible. NN and the FMAWG need to:

® Accelerate efforts to disseminate the revised
order for formal review and comment.

® Tothe extent possible, develop consensus prid
to the formal review while recognizing that the
effectiveness of MC&A provisions cannot be
compromised simply to achieve a consensus
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® As necessary, identify issues that cannot b
resolved and subject them to an issue resolutio
process.
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® Ensure that unresolved issues do no
unnecessarily delay issuing revisions to the

order; unresolved issues can be addressed
through page changes to the order when a final
resolution is achieved, if necessary.

Perform a baseline reassessment of policy
and guidance.

In light of changing conditions and new

priorities, a baseline analysis of DOE policies and
a comprehensive rewrite of the MC&A order are
needed. While certain provisions have been
modified to address specific problems, there has
not been a comprehensive and systematic analysis
of the requirements for a considerable period. A
baseline analysis should:

Specifically recognize the need to ensure the
effectiveness and efficiency of fissile material
assurance programs for a wide variety of
facility conditions and phases of operations,
including production, D&D, waste treatment,
long-term storage (including international
inspections), and reprocessing/recovery.
Issues that have seldom been encountered
previously, such as measurements of mixed
oxide fuels, also need to be evaluated and
addressed.

Determine what changes should be made so
that the DOE orders are consistent, where
appropriate, with IAEA and/or NRC
requirements, since a great deal of DOE’s
material will eventually be offered up for IAEA
inspection and possibly regulated by the NRC.
These differences are causing some difficulty
as DOE offers fissile materials up for IAEA
inspections, and are likely to be a significant
impediment to any future transition of DOE
sites to NRC regulation.

Reexamine the roles and responsibilities of
various organizations to ensure that appropriate
controls are in place and that the MC&A
organizations have sufficient involvement in
actions with potential safeguards impacts.




Establish an effective issue resolution proces
that includes a central authority, such as th
Security Management Council, as a final arbite
Revisions of the DOE order have been delaye
because of the inability to resolve complicate
and contentious policy issues. An effectiv
issue resolution process needs to hav
mechanisms to raise issues to higher levels qf

management when they cannot be resolved
within a reasonable time by MC&A specialists.

If effectively implemented, the actions
identified above can lead to long-term improvements
in both the effectiveness and the efficiency of DOE
fissile material assurance programs.




Appendix A

Detailed Discussion of Issues Requiring Attention

ISSUE A-1: Continued and Recurring Weaknesses in Physical Inventories

ISSUE A-2:  Problems with Accounting for Holdup

ISSUE A-3: Inadequate Site-Specific Measurement Plans

ISSUE A-4:  Problems in Ensuring that Policy Is Current and Issuing Revisions to DOE
Orders

ISSUE A-5: Implementation of Termination of Safeguards Policy

ISSUE A-6: Policy for Irradiated Materials

ISSUE A-7:  Overreliance on Physical Protection Measures

ISSUE A-8: Inconsistent Program Direction and Support from the FMAWG and Line
Management

ISSUE A-1: Continued and Recurring Weaknesses in Physical Inventories

The Department of Energy (DOE) requires
that sites with nuclear materials conduct periodic
physical inventories to determine the amount o
material on hand and to verify that materials are iJ
their designated locations. As a part of a physicd|
inventory, sites typically perform measurements o
a selected sample of items and materials. Physicfl
inventories are an important mechanism fol
detecting theft or diversion of nuclear materials
They are also important aspects of Internationd|
Atomic Energy Agency (IAEA) and bilateral
agreements. Further, some elements of the safety
program, such as criticality safety, rely on nuclea
material accountability programs to provide
information about the location and amounts of fissile
materials.

The April 1996 DOE Inspector General report
identified three DOE sites (Y-12 Plant, Rocky
Flats, and ldaho National Engineering and
Environmental Laboratory) that were not meeting
physical inventory requirements. The sites werg
not performing the required inventories becaus¢
operations involving nuclear materials had been shit
down to address safety issues. The Inspectqr
General report was critical of the conflicting
direction that DOE gave the site regarding the ne
to perform required physical inventories during th
operational curtailment, and the failure to reque
waivers. Atldaho, the contractor resumed physicdl
inventories soon after the Inspector General’

findings were issued, and Rocky Flats resumed
physical inventories after about a year. At the Y-
12 site, the Oak Ridge Operations Office made
the decision to not perform the required physical
inventories during their safety shutdown, but
established some compensatory measures. Y-12
has resumed physical inventories in most (all but
five) material balance areas where nuclear
operations were discontinued for safety reasons in
1994. The remaining inventories are scheduled to
resume during 1999 when all of the enriched
uranium operations are resumed.

DOE continues to experience problems with
performing physical inventories as required. Inthe
past year, three DOE sites have not performed
required physical inventories at facilities with
significant special nuclear material: the Lawrence
Livermore National Laboratory plutonium facility,
and Hanford’s plutonium finishing plant. In each
of these cases, the safeguards staff were directed
not to perform physical inventories because
operations were curtailed to address safety issues.

These recent failures to perform inventories
highlight the fact that DOE has not adequately
addressed issues related to meeting safeguards and
security requirements during a safety shutdown.
Consequently, DOE is still vulnerable to the
criticisms cited in the Inspector General's 1996
report. Safety is a very high priority, and there are
times when it may be necessary to curtail operations




at DOE facilities. However, it is evident that
safeguards and security issues are not receivirlg
sufficient emphasis in the management decision
making process. In most cases where operations
were curtailed, site management directed a blankgt
curtailment of operations without formally analyzing
the safeguards and security risks associated with
not performing required inventories and without
notifying the DOE Office of Nonproliferation and

National Security (NN) or the program offices that
they were not going to meet a DOE requirement

In at least one case, subsequent evenis
demonstrate that it was not absolutely necessaly
to cancel all portions of a required physical
inventory even though operations had beef
curtailed. Hanford material control and
accountability (MC&A) personnel at the plutonium
finishing plant were directed not to perform an
inventory when operations were curtailed.
However, when Hanford management determine
that they needed to meet provisions of the IAEA
agreements, the site conducted the physica
inventory of the materials under IAEA safeguards
Otherwise, this portion of Hanford’s physical
inventory would not have been performed.

The sequence of events at Hanford
demonstrates that management support f
safeguards issues and DOE MC&A requirement
is not always sufficient to ensure that safeguard
requirements are met, particularly when they mu
be balanced against competing operational or safefy
requirements. The Hanford situation demonstrat
that, given sufficient management priority or
external pressure, it is often possible to perfor
inventories safely even when operations ar
curtailed. When it is not possible to complete al
aspects of a physical inventory, it may be possiblg
to design compensatory measures that ci
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accomplish some of the objectives of the physic
inventory. To address this concern, DOE needs
improve coordination between safety and MC&A
in resolving issues during safety stand-downs an
to ensure that safeguards issues are addresded
whenever operations are curtailed. Mor
specifically, DOE should consider controls to ensur
that sites do not simply cancel required physic
inventories without adequate analysis of the option
and without formally notifying appropriate
organizations in the operations office (e.g., th
safeguards and security organization) and
Headquarters (including NN and the cognizan
program office). In those cases where a safe
shutdown will cause a significant delay in a physic
inventory (e.g., more than a month), it may b

appropriate to establish controls that ensure that
sites develop adequate compensatory measures
that are reviewed by NN and approved by the
operations office.

Increased attention is also needed to ensure
that sites can effectively perform physical
inventories after an extended shutdown. After
previous extended shutdowns and periods without
physical inventories, DOE has experienced
significant problems. For example, in 1985, the
PUREX facility at Hanford was scheduled for
restart. The plans called for three months of
operation, followed by cleanout and physical
inventory. However, because of Departmental
needs, the facility operated for 12 months. The
physical inventory resulted in a significant inventory
difference, which necessitated a DOE investigation
(which could not ascertain when the inventory
difference occurred).

Without careful planning, DOE may be facing
a similar situation at the Y-12 Plant. The Y-12
Plant has performed some compensatory measures
(e.g., item inventories in some material balance
areas) but it has been almost five years since a
complete physical inventory was performed. The
effectiveness of the interim measures cannot be
determined until a complete physical inventory is
taken, the material balance is closed, and the
resulting inventory difference is evaluated. The
plan to restart operations in phases without closing
the material balance will make it very difficult to
effectively evaluate any inventory difference that
occurs (e.g., it will be virtually impossible to isolate
the effects of events that happened during the
operations stand-down from those that occurred
after operations were resumed). Therefore, it may
be difficult to verify that material is accounted for
and has not been diverted. While restarting the Y-
12 Plant operations as soon as possible is
considered important to DOE strategic plans, it is
also important to ensure that safeguards issues are
considered. DOE should consider performing an
assessment of the Y-12 Plant restart plans to
ensure that reasonable actions are being taken to
provide for effective physical inventories and allow
reconciliation of inventory differences.

Another issue that needs attention involves
materials that are not being included in physical
inventories because of a real or perceived loophole
in the orders. Specifically, a few DOE sites have
nuclear materials that are collocated with irradiated
materials. The irradiated materials are not
inventoried (because of radiation hazards and lack
of methods to perform measurements). However,




the non-irradiated materials are also not bein
inventoried or included in measurements progral
because they are near the irradiated materials apd
are considered self-protecting by the site when i
fact they are not. A careful review of such
situations is needed to ensure in each case that
storage of non-irradiated material near irradiate
materials is necessary and appropriate. Whegn
collocation is necessary, the provisions for physicdl
inventories and measurements need to be reviewgd
to ensure that they are adequate to meet safeguajds
objectives.
In some cases, the implementation of physicdl
inventories has been inconsistent and sometimg
ineffective:
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* Confirmation measurements are
performed on materials that do not have
defensible values Confirmation
measurements are only appropriate when the
accounting records have a defensible nucledr
material value and the item is maintained undey
surveillance and sealed with a tamper-indicating
device.

e Measurement techniques used for
confirmation  measurements are
inappropriate for the material and/or
conditions. The types of measurements use
for confirmation are often not adequate, giver
the characteristics of the material contained i
the item, the degree of confidence placed i:r
the tamper-indicating device, and the level o
surveillance applied to the item. For example
a simple confirmation measurement (e.g., &
characteristic gamma signature) may be
appropriate for a plutonium metal button that
is stored in a vault, sealed with a tamper
indicating device, and subject to stringent
material surveillance procedures (e.g.
administrative controls and a strict two-persor
rule). However, a quantitative verification
measurement would be needed if the item hagd
not been under surveillance and properly
protected since the value was established.

* Materials listed as “not amenable to
measurement” are not measured by two
confirmation measurements as required.
In many instances, the only methods used t
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verify that such materials are present are item
identification and location checks. Such
methods are not sufficient to detect diversion
or substitution and do not meet the applicable
requirements.

Significant  differences between
verification measurement results and the
inventory values are not resulting in new
inventory values. When a physical inventory

is conducted, verification measurement results
are compared to the inventory record values.
When there is a significant difference (i.e.,
greater than an established accept/reject
criteria), the situation must be resolved by
entering a new value in the accounting system.
This is not being done at some sites. In some
cases, the inventory value is not changed
because the original measurement method is
thought to be very good even though it can’t
be defended (there are no valid or documented
measurement uncertainties, the measurement
method is not documented, and the
measurement cannot be repeated). When the
original inventory value cannot be verified and
the value is not defensible, a new inventory
value must be established even if the original
measurement result is thought to be more
precise than is now possible. The purpose of
verifying inventory values is to validate the
accounting records and to detect theft or
diversion. If such a situation as has been
described is ignored, a basic tenet of physical
inventories has been violated.

Inventory measurements are not being
completed before the inventory is
reported to the Nuclear Materials
Management and Safeguards System
(NMMSS). Closing out a physical inventory
before completing all of the inventory
measurements is an unacceptable practice that
was observed at two national laboratories
during the site profile visits. In both cases, the
facility had reported the inventory to NMMSS
but had not performed the verification/
confirmation measurements to complete the
inventory.




* The approach to statistical sampling
during physical inventories is not
sufficient to provide confidence that fissile
materials are accounted for To draw valid
conclusions from an inventory sample, it is
necessary to select items at random and r
ensure that all items are appropriately include
in the population that is sampled. In many
cases, the site sampling methods are nqt
adequate to address common situations, su¢h
as items that are selected but that cannot e
safely moved or measured. In addition, ther
are no specific requirements to select a sampje
size that provides an adequate level o
confidence, and some sites do not select enough
items to provide adequate confidence in the
results. Such weaknesses can result ip
guestionable or invalid inventory statements
On the other hand, the appropriate use of valifl
statistical sampling techniques may not only
serve to increase fissile material assurance, jit
may actually reduce the cost and operatione
impact of the inventory program.
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* Physical inventory sampling plans are
incomplete or do not include sufficient
information. Sampling plans often do not
adequately specify the statistical assumption
and parameters applied to the inventory. IrlS
many cases, sample plans do not provide fa
detailed description of the inventory population
and strata, the sample size, the samplinj
method, the confidence provided by the sampld,
the definition of a defective inventory item, the
action to be taken if a defective inventory item
is found in the sample, and methods to preserje
the sample size and the randomness of tl\'le

sample if an item is eliminated from the
population for some reason after the sampling
has begun.

* Operations offices are approving
inventory plans and sampling plans that
are not complete or effective in achieving
safeguards objectives Inventory plans and
sampling plans are established by the facility
and approved by the field office. Such plans
are often approved without containing sufficient
information. For example, sampling plans
should define defects and the actions to take if
a defect is found. Appropriate actions are
generally defined for clear-cut cases, such as
an item that has a measurement result
significantly different from the accounting
record or an item that is missing from its
assigned location. However, sampling plans
do not generally specify actions to be taken
for more common occurrences, such as data
entry errors or items misplaced within a
material balance area.

Effective physical inventories are particularly
important in light of the degradation of physical
security at some sites and the continued
weaknesses in inventory values. The positive
closure provided by a physical inventory is the only
means that DOE has of ensuring that a validated
and comprehensive accountability system is in
place. Physical inventories are key in ensuring
that material has not been diverted. With the
weaknesses noted above, physical inventories are
not consistently effective in providing adequate
assurance. Inventory programs need to be
reexamined to determine whether more effective
strategies can be developed to meet safeguards
objectives more effectively and efficiently.

ISSUE A-2: Problems with Accounting for Holdup

The term “holdup” refers to nuclear material
that remain in process equipment and facilitie
(e.g., piping, tanks, ventilation ducts) after a proce

chemical form of the material, dispersal and
configuration of fissile material, and presence of
obstacles that shield the material). Notwithstanding

has been shut down. In many cases, such materigls the uncertainties in the measurements, it is important

cannot be removed until the process equipment |s
dismantled. Measuring the amount of holdu
involves significant uncertainties because of th
assumptions that must be made (e.qg., physical ahd

to correctly account for holdup in order to: (1)

ensure that holdup is included in the national system
of safeguards, (2) accurately reflect the quantity
of nuclear material at DOE sites, and (3) better




reflect actual inventory differences (not accounting
for holdup can result in unnecessarily inflated
inventory differences).

In the 1995 DOE Office of Oversight study
on fissile inventory assurance, holdup was identified
as one of the most significant issues. At thattimd,
several sites had no valid measurements of th
amount of holdup at their facilities and accountin
practices were inconsistent and sometime
inadequate. Both the Oversight report and th
Measurements Assessments Project (MAP
identified several needed improvements related
holdup, including the need to evaluate the accura
of measurement methods.

Some sites have adequately addressed hold
concerns. Several sites, including Hanford and t
Idaho Chemical Processing Plant, hav
longstanding programs to evaluate holdup; the
sites have validated some of their measureme
and have confidence in their accountability value
Several other facilities (such as Pantex) do not ha
significant holdup concerns because they do n
perform processes that generate holdup.

In recent years, Los Alamos National
Laboratory and Lawrence Livermore National
Laboratory have devised techniques to address t
potential for holdup in their process equipment, suc
as glove box processing limits and unit proces
monitoring, with associated resolution of losse
Further, some DOE sites, such as the Idah
National Engineering and Environmental
Laboratory, have recently recovered holdu
material as part of their ongoing decontaminatio
and decommissioning (D&D) efforts. In case
where material recovery data is available, it ha
validated the measured values for several hold
measurements techniques.

Although progress has been made, concerr|s

related to accounting for holdup are still evident af
a few sites:

* The Rocky Flats Environmental Technology

Site has performed some holdup measuremerjts
and has validated the measurements of holdup

in ventilation ducts. They have measured thé
holdup in some of their glove boxes, however
they have not validated their measured values
with an independent measurement. Rock)
Flats has performed measurements in many

—

areas where they expect holdup to be presert.

At one point in 1996, Rocky Flats had
estimated plutonium holdup to be about 35(

e

kilograms. However, this material was not
booked when it was estimated. Rather, Rocky
Flats booked fissile material only after the
measurements were validated; about 120
kilograms have been booked to date and the
current estimate of holdup is approximately 200
kilograms. Thus, there is about 80 kilograms
of fissile material that has been identified but
not measured or booked. In addition, Rocky
Flats has not performed effective wall-to-wall
reviews to ensure that holdup has been located,
even though experience has shown that holdup
is often found during such reviews. Rocky
Flats has plans to perform wall-to-wall
evaluations prior to downgrading safeguards
for a building. However, these plans will not
be accomplished for several years. Until the
evaluations are performed, the magnitude of
the holdup will not be known and any loss of
the nuclear material will not be quantified or
detected by the accounting system.

The Portsmouth Gaseous Diffusion Plant has
performed measurements to locate and
quantify holdup in process equipment and piping,
and is currently performing additional
monitoring to assure that all areas containing
highly enriched uranium holdup have been
identified and measured. At two of three
facilities with significant holdup, it was
appropriately entered into the inventory records
(i.e., the material was “booked”). However,
in the high-assay cascade building, an estimated
625 kilograms of highly enriched uranium has
not been properly “booked,” and therefore the
highly enriched uranium holdup in the cascade
is not formally incorporated into the safeguards
program. The failure to book holdup at the
Portsmouth Gaseous Diffusion Plant requires
particular attention because of the ongoing
DOE plans to end all highly enriched uranium
operations there. Currently, DOE retains
responsibility for highly enriched uranium, while
low-enriched uranium operations at that site
fall under Nuclear Regulatory Commission
(NRC) regulations, in accordance with the
transfer of the site from DOE to the United
States Enrichment Corporation (USEC). DOE
plans to remove all highly enriched uranium




(except holdup) from Portsmouth by
transferring it to another site or blending it down|
to a low enrichment; these efforts are expectefl
to be complete by August 1999. The holdup
material is likely to remain at the site for the
foreseeable future because it is contained
within welded piping and equipment that is not
scheduled to be disassembled in the near futur,
and such an effort would take several years
Currently, the holdup is adequately protected
the material is dispersed throughout thousand
of pieces of cascade process equipment an
piping, and is contained within a material acces$
area within a protected area, with an armec
protective force paid for by DOE. Until all

highly enriched uranium is eliminated from the
site, it will be important to analyze the special
nuclear material category and needec
protection measures carefully to ensure thaf
the remaining highly enriched uranium holdup
is properly protected. It is also important to
ensure that DOE and NRC coordinate
effectively to ensure that jurisdictional issues
are addressed in situations where highly
enriched uranium holdup may be present in
facilities leased to USEC (the NRC-USEC
certificate has a limit on the enrichment that
precludes the presence of significant quantitie
of highly enriched uranium at the leased]
equipment at the Portsmouth site). It is alsg
important that the Oak Ridge Operations Office
continue to evaluate the effectiveness of
protection measures and ensure that holdup |s
properly accounted for, inventoried, and
monitored. In addition, attention is needed ta
ensure that the efforts of the different prime
contractors at the Portsmouth site (one supporfs
DOE and the other runs most site operation
under contract to USEC) are effectively
coordinated in areas where there are interfacds
(e.g., alarm systems, which may have sensotls
covering both DOE and non-DOE materials,
and fissile material accountability records,
which may need to be coordinated to resolve
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inventory differences). Further, it is also
important that DOE, NRC, and USEC
effectively coordinate to ensure that records
concerning the amounts and locations of holdup
are maintained, available, and appropriately
used. Because of the potential for a nuclear
criticality involving highly enriched uranium,
such records will be important whenever
equipment is moved or when material is
removed from the equipment. (On prior
removals of equipment, the measurement
techniques were found to be acceptable for
criticality and MC&A use.)

* The DOE East Tennessee Technology Park
formerly the K-25 Plant, in Oak Ridge,
Tennessee, has considerable holdup in their
cascade that has been there since the site was
shut down more than ten years ago (the high-
assay operations were shut down more than
30 years ago). DOE determined that the level
of protection, although much reduced from
when the site was operating with highly
enriched uranium, is appropriate, considering
the difficulty in accessing the holdup in the
cascade equipment. However, D&D efforts
at East Tennessee Technology Park are under
way and the cascade buildings are among the
site D&D priorities. D&D of the cascade
buildings will result in increased potential for
access to holdup (e.g., by D&D workers when
equipment is dismantled).

Practices for measuring and booking holdup
once it has been identified need particular attention.
Rocky Flats has estimated that 80 kilograms of
plutonium are held up in the process and have not
been measured or booked. The Portsmouth
Gaseous Diffusion Plant has measured
approximately 625 kilograms of special nuclear
material that has not been booked. The failure to
measure and book holdup can artificially inflate a
site’s cumulative inventory difference. In addition,
not booking the holdup in the permanent inventory
records increases the possibility that the locations
of the holdup will be forgotten over time; such a




loss of information has implications for criticality
safety as well as safeguards, because informati@n
on the quantity and location of holdup can be usefdl
for planning work and establishing hazard control
One reason that the Portsmouth site has not shown
these materials in its inventory records is that th
contractor believes that holdup in the cascad
should not be booked, according to guidance issugd
by the Oak Ridge Operations Office. This practic
may have been justifiable when the cascade was
operating but is no longer appropriate since the higly-
assay end of the cascade has been shut down. |In
fact, the Oak Ridge guidance has simply not been
updated to reflect the current operating status arnd
is not consistent with DOE orders and generally
accepted accounting principles.

A more general problem involves DOE policies
and requirements related to holdup. Current DO
orders do not distinguish between fissile material

ISSUE A-3:

As discussed in previous sections, DOE site
have characterized their unmeasured materials gs
part of the MAP effort. Materials were
characterized as being either (1) not amenable {o
measurement, (2) difficult to measure, (3) having
good measured values, or (4) being poorly
measured.

The sites also submitted site-specific plans fo
measuring fissile materials that do not currently
have defensible values. The plans are intended fo
address all major categories of unmeasurefd
material identified by the MAP.

Although the MAP provided a good basis for
developing the required plans, the quality of the
plans varies substantially. Most DOE sites hav
not developed effective plans that can be realistical
implemented, and only a few sites have progressgd
to the stage where they are actually performin
measurements to reduce the unmeasurdd
inventory. Some MAP plans are simply lists o
materials with proposed dates for completin
measurements.

The meeting results of the DOE Fissile Materia
Assurance Working Group (FMAWG) indicate that
most sites are reporting that they are meetin
milestones established in their measurements pl
Such progress reports, while technically correc
may be painting a somewhat rosy picture of th
actual progress. In practice, some sites have npt
missed milestones that allow them several yeal
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assurance requirements for holdup and for other
materials; that is, material in holdup is considered
to be subject to the same requirements as other
materials, including requirements for physical
inventories and measurement programs. However,
many (perhaps most) DOE sites do not include
holdup in their physical inventories or in
confirmation or verification measurements
programs. Therefore, many sites may not fully
comply with all aspects of requirements with
respect to holdup. On the other hand, in some
cases, it may be impractical or inefficient to apply
the same inventory and measurement requirements
to holdup. Thus, it may be appropriate to
reevaluate DOE policies and develop order
provisions and guidance that reflect the special
issues associated with measuring, monitoring, and
inventorying holdup.

Inadequate Site-Specific Measurement Plans

to complete measurements; however, those sites
have made little or no progress in performing the
measurements and have not yet demonstrated that
they can gain the necessary support and resources
to implement their plans. In some cases, the only
demonstrable progress has been the selection or
procurement of equipment.

Many plans do not demonstrate that the site
contractor MC&A organization has obtained the
needed funding and resources to perform
measurements, or that the contractor senior
managers are going to support the planned efforts.
Few sites have formally coordinated the planned
activities with their DOE operations office or
program office.

In addition, few sites have performed detailed
planning or evaluated and addressed the obstacles
(e.g., radiation exposure, safe handling of materials,
standards, packaging, final form, impact on
operations, and funding mechanisms) that may be
encountered when performing measurements. A
few sites have obtained equipment (or are in the
process of obtaining equipment) but may not be
able to use that equipment to perform
measurements in a timely manner because they
have not allowed enough time for installation and
operation of the new equipment. For example, sites
have obtained funds for new measurement
equipment but have not budgeted for the
construction of the facility needed to operate the
equipment.




not have measurements standards (i.e., items that

A more common problem is that DOE sites dj

are similar in shape and composition to the materi

S

to be measured and that have known amounts pf

fissile material) for some types of fissile materials
Without such standards, NDA instrumentation

cannot be calibrated and validated, and sites canl;lgt

obtain a defensible measurement and invento
value. In addition, NDA instrumentation often

needs to be designed to accommodate the wide
varieties of scrap and waste (e.g., the size of itenjs

to be measured can vary from a small item to
55-gallon drum). The design and standard

development process can be time-consuming arjd

requires significant resources. As a result, so
forms of scrap are so unique that it may not b
practical to fabricate standards for them.

DOE has begun to evaluate the need f

additional standards to support the measuremept

of unmeasured or poorly measured nucle
material. Specifically, the New Brunswick

Laboratory has been tasked to survey the complgx

to identify what types of NDA standards are

needed. If needed standards are identified arjd

the standards are defined and fabricated, DOE will
have the tools to address a significant portion gf
the problem. However, the goal of the New
Brunswick Laboratory survey is to identify

standards that are needed across the complex; it
not clear that the effort will address the wide rang
of materials at DOE sites and the site-specifi
problems that are hindering site efforts to perfor
measurements. Additional attention is needed
coordinate the New Brunswick Laboratory effort
with the needs of individual sites to ensure that all
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problems are being addressed. Such coordinatign

would be an appropriate activity for the FMAWG.
Some fissile materials cannot be adequatel

measured until they are processed into a measurable

form. For example, the Y-12 Plant identified 1,50
kilograms of uranium (this amount has since bee
reduced through additional analysis) that could nqt

be measured, either because they did not haye

equipment or because the material could not

processed during the safety-related shutdown.

Much of the material with unmeasured or poorl
measured values resulted from the consolidati
of DOE scrap. For more than 20 years, DOE h
transferred such materials to Y-12 under th
Central Scrap Management Organization (CSM
program. This program provided only for the
consolidation of the materials but did not addres
the timely verification of the quantities received a
the facility. Similar problems are evident at othe

sites. Recognizing that certain materials cannot

be adequately measured until they are processed,
DOE needs to ensure that fissile material assurance
needs are given appropriate priority as processing
capability becomes available.

To ensure that the measurement plans are
implemented, DOE needs to take a more active
role in developing the plans and monitoring progress.
From the operations office perspective, increased
involvement is needed to ensure that the plans
identify priorities and realistic milestones, and that
the necessary resources are identified and allocated.
Although some major activities may require
incremental funding, much of the needed
measurements can be performed with in-house
resources if contractor senior management ensures
that those efforts are a site priority. Operations
offices can use various mechanisms to ensure that
establishment of and adherence to measurements
plans are a site priority, including contractual
performance measures and appropriate rewards
and sanctions.

From the DOE Headquarters perspective, the
operations office and program offices need to be
held accountable for establishing realistic plans and
establishing and meeting meaningful milestones.
The Security Management Council that was
established to provide direction and monitor
progress in addressing safeguards and security
issues could provide a forum for ensuring progress.
For example, the Security Management Council
could require each program office to provide regular
briefings on the status of measurement plans and
progress toward achieving established milestones.
In addition, the Associate Deputy Secretary for
Field Management (FM) could take a more active
role in establishing plans and monitoring and
reporting progress.

The Y-12 Plant is one of the DOE sites that
has developed a detailed plan identifying both
measurement methods and resources. The Oak
Ridge Operations Office and contractor MC&A
organizations have coordinated the plans with Y-12
production/operations personnel and obtained the
support and concurrence of the contractor and Oak
Ridge Operations Office senior managers. The
Y-12 measurement plan was submitted to the
FMAWG for review and revised to incorporate
FMAWG comments, including the suggestion to
shorten the time frame needed to complete the
effort from ten years to five years. The site
identified the funding ($6.4 million over five years)
necessary to complete the project.

Although the contractor and the Oak Ridge




Operations Office have developed a feasible pl
and identified a viable funding mechanism for som
of the costs, the plan is not yet being implemente
while DOE Headquarters Office of Defense
Programs (DP) is reviewing the plan While a D
review is appropriate, it may be that attention i
needed to ensure that the DP review is completgd
and any necessary modifications are made in fa
timely manner. The DP review has been in progregs
for more than six months and has involved several
DP organizational elements. To expedite progres
DP needs to ensure that its review is streamlin
and coordinated among its various organizationdl
elements, and that a decision on approval is reachgd
in a timely manner. The basic elements of th
Y-12 plan have already been briefed to the Depu
Secretary; senior DP managers present at that

briefing indicated that there were no issues that
would prevent the plan from being implemented.

Timely action on the Y-12 plan is particularly
important for several reasons. The Y-12 Plant
has hundreds of kilograms of unmeasured or poorly
measured fissile materials. Some of this material
was generated at Y-12, but much of it is uranium
scrap generated at other sites. Some of this
material has not been measured by Y-12, and thus
DOE is relying on the shipper’s values. In addition,
Y-12's ability to accurately account for fissile
materials has been hindered by the shutdown of
many operations for several years to address safety
issues. As Y-12 resumes operations, it will be
necessary to be able to ensure that materials are
being measured and to address problems with
unmeasured materials.

ISSUE A-4: Problems in Ensuring that Policy Is Current and Issuing Revisions to

DOE Orders

Several of the issues identified in this sectio
are partially attributable to weaknesses in DO
policies and order requirements, or failure to adhe
to those requirements. The current version of th
DOE order governing MC&A is DOE Order
5633.3B, Control and Accountability of Nuclear
Materials which was issued in 1994. There is
general consensus that the current order neefls
improvement for a variety of reasons. In som
cases, the provisions are unnecessarily prescriptivie,
resulting in situations where resources are devotdd
to meeting rigid requirements that do no
necessarily improve fissile material assurance. |
other cases, order provisions are ambiguous @r
unclear, resulting in wide variations in interpretatiorn
and implementation from site to site.

Several factors prompted NN to initiate an|
effort to revise the DOE MC&A order in 1996.
The 1995 Oversight report identified some neede
changes to DOE policy. Subsequently, the
FMAWG made recommendations for improvemen
in the order that reflect a consensus of fielg
personnel. In addition, DOE was in the midst o
an effort to improve DOE orders by making them
less prescriptive, allowing the sites more flexibility
in how to achieve requirements.

With the assistance of the FMAWG, a new
order was drafted. At that time, there were
suggestions to perform a substantial rewrite of thF
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DOE order and to consider a different approac

to writing requirements (i.e., establishing
acceptance criteria in a manner similar to the
approach used by NRC). However, at that time
the policy makers determined that they needed to
move quickly to complete the revised order in a
short time frame. Consequently, they decided to
fix selected items and shorten the order by moving
some of the details into guidance documents.

Although a draft was prepared and there was
a perceived need for an expedient revision, the
effort to revise the order lost momentum, and the
draft order has been in limbo for more than a year.
During this time, there has been some discussion,
and some FMAWG recommendations have been
incorporated into various versions of a draft order.
However, many of the unresolved policy issues have
not been addressed in the drafts, and efforts to
resolve important issues are moving slowly. More
than a year after it was considered a priority effort,
the revised draft order has not been sent out for
formal comment and concurrence.

The reasons for the virtual cessation of efforts
to issue the revised order are not clearly specified
or documented. However, the underlying factor
appears to be that the MC&A community is unable
to agree on certain provisions of the revised order.
NN, the organization with responsibility for revising
and reissuing the order, has made some efforts to
resolve issues but has not made formal
dissemination of the revised draft order for review
and comment a priority.




The Office of Oversight recognizes that ther
are legitimate differences among professionals that
are difficult to reconcile, and that it may be
impossible to gain unanimous agreement o
controversial issues. However, the curren
stalemate clearly serves no purpose, and the la¢k
of action is leading to problems. For example, som
changes that are generally viewed favorably hav
been delayed by prolonged discussion of the divisiv
issues. In addition, sites are continuing t
implement certain prescriptive provisions for which
less expensive alternatives may be available if th
requirements were more flexible.

A related concern is the growing trend to
tolerate non-compliance with the DOE order
provisions at DOE sites and DOE operations
offices. For example, while the order requires thaf
the material being transferred from one site tc
another is measured by both the shipper and the
receiver, many sites negotiate shipper/receiv
agreements through their operations offices th
do not require both measurements. In anothgr
example, most sites do not include irradiated fuelg
in their physical inventory programs while the ordet
does not exclude them from the physical inventory
and measurement requirements. As discussdgd
below, this trend has its roots in disagreements ovér
policy, the inability of MC&A organizations to obtain
management support, and the increased reliange
on physical protection.

In a some instances, DOE operations office
and contractors disagree with the ordel
requirements or believe that they should not appl
to their sites. Accordingly, several DOE sites hav:}

chosen not to implement certain provisions, but ha
not requested a formal deviation or exception fro
the approving authority (the operations office or
DOE Headquarters) to obtain approval of their non
compliance. Sites have indicated that, in somls
cases, they do not send in deviation requests {o
Headquarters because they are likely to b¢
disapproved by personnel at Headquarters whp
have different views on the order requirements.
In other instances, the DOE contractor MC&A
staff may believe that an order requirement ig
applicable and appropriate but cannot implement it
because they lack the needed support or resources
(equipment, technicians, funding). Although
recognizing the weakness in the fissile materi}

assurance program, the MC&A staff at some site
have been unable to effectively implemen
requirements but have not provided a justification
for a deviation or exception.

As noted, DOE has traditionally relied on

physical protection to reduce risks to acceptable
levels, to the extent that DOE and contractor
managers at some sites accept weaknesses in fissile
material assurance because the primary protection
objective is being met (i.e., providing adequate
protection against theft of fissile material); thatis,
DOE and contractor managers are rationalizing
their non-compliance. This trend is evident in
several sites’ failures to perform physical
inventories, and in the increasing tendency to
interpret DOE order provisions freely or to
implement programs that do not accomplish the
intended safeguards objective. For example, the
order provides the option of using a statistical
sampling approach to performing physical
inventories and measurements. Properly
implemented, a statistical sampling approach can
provide adequate assurance that materials are
present and accounted for. However, some sites,
with the explicit or tacit approval of the operations
office, are implementing this approach in a way
that provides little assurance (e.g., the number of
items selected in the sample may be too small).

A more general problem is that many DOE
order requirements, which were often originally
written many years ago, have not kept pace with
changing conditions. For example, until recently, it
was relatively rare for a DOE site to shut down
operations for an extended period because of safety
concerns, and thus it was not important to establish
acceptable compensatory measure to deal with
such shutdowns. Similarly, accounting for fissile
materials in irradiated fuel has recently become a
topic of debate within DOE. Previously, material
measurements and inventory for irradiated fuel
were seldom considered important because the fuel
was considered so highly radioactive that no one
would be able to steal or divert it; that is, it was
“self-protecting.” Further, the irradiated fuel was
generally processed as soon as its radioactivity
decayed enough to allow the valuable fissile
materials to be recovered. For various reasons
(e.g., reduced need for plutonium and the shutdown
of many processing facilities), DOE has not
processed irradiated fuel for a number of years.
As a result, the current inventory of irradiated fuel
has decayed to the point where it is no longer clearly
self-protecting (although it is still highly radioactive).
From the policy perspective, irradiated fuel presents
a new situation because it is no longer self-
protecting according to the established criteria, yet
there are no feasible methods for measuring its
contents. As conditions and driving forces have
changed over the years (greater emphasis on




safety, more external scrutiny, increased ability t
tolerate extended shutdowns because of reducgd
need for facilities for weapons production), DOE
policies and orders have not been modified to refle
the changing needs.

In light of the changing conditions and new
priorities, a significant overhaul of the order is
needed. While certain provisions have bee
modified to address specific problems, there ha
not been a comprehensive and systematic analygis
of the requirements for a considerable period
There are a number of controversial an
contentious issues being debated, such as policig¢s
related to irradiated fuels and termination of:
safeguards. In addition, there are othe
fundamental questions that need to be evaluatefl.
For example, the entire approach to providin
adequate assurance for fissile materials in lon
term storage could be reexamined. Current ordgr
requirements do not distinguish between material
in long-term storage and other materials (althoug
guidance issued by NN allows sites to reduce th
frequency of physical inventories for materials in
long-term storage if certain conditions are met)
As DOE places more materials in long-term
storage, it may be prudent to establish policies that
ensure effective safeguards while promotin
innovative approaches to reduce the costs a
impacts (e.g., radiation exposure) of performin
fissile material assurance functions.

DOE also needs to reexamine the entire “on
size fits all” approach to fissile material assuranc
There are certain types of materials, such a
weapons components, spent fuel, mixed oxide fue
elements (which could be fabricated to implemen
the DOE’s Record of Decision on long-term
plutonium disposition), and holdup, that may merit
special requirements to achieve an optimal balande
of fissile material assurance and cost effectivenes
The DOE order, including the roles and
responsibilities of various organizations, also need
to be reexamined to ensure that sufficient controlg
are in place and that the MC&A organization has
sufficient involvement in actions that could affect
safeguards.

Itis also important to consider reevaluating the
DOE orders in light of the IAEA and NRC
requirements to determine where they should b
changed for consistency, since much of DOE’S
materials will eventually be offered for inspection
by the IAEA and possibly placed under NRC
regulation. Both DOE and non-DOE (IAEA,
bilateral treaties, NRC) fissile material assurancI
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requirements have a number of common objective

such as physical protection against theft and timely
detection of loss or diversion of fissile materials.
However, there are differences in the specific
requirements in various areas, such as the
requirements for documentation. Some of the
differences result from the fact that the IAEA must
examine the possibility that the whole country is
systematically diverting materials, whereas DOE
policies focus on providing assurance that a
terrorist group or an insider has not diverted
materials. In the interest of efficiency and
consistency, it may be prudent to examine DOE
policies to ensure that they consider this eventual
transition. Where feasible, it may be most effective
to make DOE policies more consistent in approach
and detail with those of IAEA, particularly for those
materials that are not expected to be needed for
defense purposes.

As part of an overall effort to reconsider the
order, one option is to adopt a different approach
to establishing site-specific requirements. More
specifically, DOE should consider using an
approach that relies on acceptance criteria
(measures of adequacy used to assess
performance of MC&A programs) rather than
prescriptive requirements. This approach is
analogous to the approaches used by NRC has
proven effective in regulating diverse types of fissile
material assurance programs. The primary
advantage of the acceptance criteria model is that
it focuses on defining objectives rather than on the
means for implementing them. No document can
cover all possible methodologies that a facility might
use to achieve the desired objectives. The
acceptance criteria approach, with associated
performance measures, provides a common basis
for establishing adequate performance while
providing individual sites with the flexibility to design
and operate their fissile material assurance
programs in the most effective and efficient
manner. The acceptance criteria model has other
possible advantages in that it would bring DOE
into closer alignment with NRC requirements,
minimize the need for periodic order changes,
simplify and streamline the process of revising
orders, and make it easier for operations offices to
review and evaluate site MC&A Plans. However,
adopting this model would require substantial effort
to develop the acceptance criteria and would
require sites to develop MC&A Plans that are more
detailed than many current MC&A Plans; the new
plans would have to demonstrate how the
performance objectives are met. Such an
approach will require gradual acceptance and
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implementation, but has potential long-term benefit
in efficiency and facilitating the transition to NRC
regulation.

The acceptance criteria model has considerabje
support within the MC&A community. However,
no concrete action has been taken to evaluate
potential costs and benefits. Regardless of whether
the acceptance criteria model is adopted,
overhaul of DOE orders is needed for the reasor|s
described previously.

Although an overhaul is needed, the ongoin
efforts to issue a revised order should not be furthér
delayed by extended reconsideration. The changks
recommended by the FMAWG are important an
should be resolved as soon as possible so that the
revised order can be reviewed, modified as needed,
and issued. Attention is also needed to streamlirje
and improve the order revision process, with
particular focus on determining how to keep
stalemates over specific issues from halting th
process. For example, it is possible to issue fa
revised and improved order even if certain
provisions are not fully resolved; viable mechanismsg
are in place to issue page changes to incorporat}a
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final resolution. Such approaches should b
considered in order to break the current stalema
on the revision to the DOE order.

In general, the DOE MC&A community could
benefit from improvements in the issue resolutio
process, as demonstrated by the delay in revisirjg
the MC&A order because of the inability to resolv
issues. Many policy issues are complicated a
contentious, and legitimate differences of opinio
are both reasonable and expected. However, the
current gridlock on certain issues is affecting th
order revision, and there is little likelihood that
consensus position will evolve on important issueg,
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such as appropriate safeguards for spent fuel.

To address this situation, DOE needs to
establish and implement an effective issue resolution
process to ensure that issues are debated only for
areasonable period and are not left in limbo when
agreement cannot be reached at the working level
(e.g., mid-levels of NN management and
safeguards personnel in the field, typically at the
Branch Chief level). When it becomes evident
that the factions have become polarized and are
not likely to come to a consensus in a timely manner,
dispute resolution processes will be needed to bring
the issues to higher levels of management, such as
FM, NN-1, operations office managers, and
program office personnel.

A key aspect of establishing an issue resolution
process is ensuring that there is an individual or
group with the final authority to make decisions
when a consensus cannot be achieved. For
example, a group such as the DOE Security
Management Council could provide a forum for
hearing both sides of an issue and serving as the
final arbiter. The central authority must consider
all aspects of the issues, including security benefits
and cost implications, in reaching decisions, and
must ensure that the resolution leads to effective
fissile material assurance and effective policies.

The problems encountered with revising DOE
orders and resolving issues are not unique to the
MC&A community or to safeguards and security.
Similar problems with direction from multiple
sources, slow decision processes, ineffective dispute
resolution practices, and lack of a clear decision-
making authority, are also evident in many aspects
of DOE operations, such as waste management
and emergency management.

ISSUE A-5: Implementation of Termination of Safeguards Policy

“Termination of safeguards” means that tn
materials have been determined to be discardaljle
(i.e., of no further economic value and not weapong-
usable because of very low concentrations of fissil
materials or other factors). Once safeguards afe
terminated, the MC&A organization no longer
accounts for the materials for safeguards purposgs.
The materials are moved to a storage or disposal
area where there is little security, or the material
remain in a facility and the protection measures f
that facility are discontinued.

DOE orders specify that a site can terminat
safeguards for fissile materials if certain condition
are met. The decision to terminate safeguards can

be approved by the operations office for some
materials (Attractiveness Level E). For more
attractive (i.e., in a form not conducive to theft or
diversion) materials (Attractiveness Level D), the
DOE Headquarters program office must approve
termination of safeguards.

Most DOE sites have informal approaches for
determining whether safeguards can be terminated,
and interpretation of the requirements varies widely.
Some sites do not adequately involve the MC&A
organization in the early stages of plans to terminate
safeguards or change protection measures. In
addition, there is no mechanism in place to identify
or track termination of safeguards transactions. In




many cases, sites do not maintain records of tHe
types of materials or the total amount of materi
for which safeguards have been terminated.
Without adequate controls for termination of
safeguards, materials could be inappropriatel
removed from a protected facility, or protection
measures could be removed from a facility thal
contains significant quantities of fissile materials
These possibilities are exacerbated by the fact that
safeguards are often terminated for materials that
were not measured reliably, and thus sites cannpt
be positive that the materials are in fact appropria
for discarding. In addition, many sites hav
contractual incentives (e.g., performance bonusds
and/or penalties) to empty out specified facilitie
and terminate safeguards so that they can meet
D&D goals and/or reduce safeguards and securi
costs. On at least one occasion, significant pressure
to remove materials from a facility contributed to
the site contractor’s decision to terminat
safeguards before analyzing the materials and the
potential safeguards impact; in this event, th
decision was later reversed and the materials wefe
brought back into a protected facility. In addition,
there has been at least one occasion where,
part of a D&D effort, a site initiated termination of
safeguards on a facility after it had removed all
known fissile material items, even though the facility
was known to contain holdup that was not wel
characterized. When this situation was brought t
the site’s attention, they decided not to terminat
safeguards at that facility. Additionally, holdup
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ISSUE A-6: Policy for Irradiated Materials

Policies involving irradiated materials are a
subject of current debate. There is no consenslis
on what additional measures are needed to protect
irradiated nuclear materials from theft, diversion
and sabotage.

DOE orders have some special provisions fof
material that is “self-protecting,” which is defined
as material having radiation levels greater than 100
rem per hour at a distance of one meter from any
surface without intervening shielding material.
Irradiated fuels (also referred to as spent fuel) fro
various types of nuclear reactors constitute the vagt
majority of self-protecting materials. At the
specified radiation level, self-protecting material
are very difficult to handle, and anyone accessin
them directly would receive a substantial radiatio
exposure, which could be incapacitating within
few hours. Thus, DOE requirements for physic

material not adequately characterized can pose
significant safety and health hazards during
dismantling operations.

Termination of safeguards requires better
controls because there is normally no room for
error. When safeguards are removed, materials
are out of accountability, and protection measures
are removed. Under these conditions, it is difficult
to regain control of the materials, particularly if the
records of what items were terminated are
incomplete or missing—as is often the case.
Consequently, termination of safeguards opens a
number of viable paths for theft or diversion of
material. Such a diversion might not be detected
for a considerable time period, if ever, if there are
inadequate controls on efforts to terminate
safeguards. There is an ongoing NN initiative to
expand the national NMMSS database to include
transactions-based waste tracking for the purpose
of addressing this problem.

Another reason to improve policies for
termination of safeguards is that it may be necessary
to characterize the storage or disposal locations in
the future. Many of the problems and costs
associated with the massive ongoing cleanup of
DOE sites is that there are poor records of what
hazardous materials are in each facility or storage
area. Keeping better records now may someday
help avoid the same mistakes that caused the
extensive problems now being experienced in
cleanup.

protection of self-protecting materials are
substantially less than for other fissile materials.

Irradiated materials must be included on
inventory records, and DOE policy does not exclude
irradiated materials from physical inventory or
measurement requirements. However, there is no
technologically feasible method of accurately
measuring the actual amount of fissile material in
irradiated fuels, and DOE sites have relied on
calculations (fuel burnup) to determine this amount.
Such methods were generally accepted because
the spent fuel was from U.S. reactors with known
characteristics, the radiation levels were so high
as to deter access, and there were no feasible
alternatives.

For most of DOE's history, irradiated fuels
were processed before they dropped below the
level of self-protection. Since DOE has stopped




processing most irradiated fuel, a new problemi
emerging. Thousands of kilograms of irradiatec

materials have been in storage for an extended
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period without being processed, and they hav
dropped, or will drop, below the level where they
are considered self-protecting. For this substantiz
guantity of material, which clearly requires some
degree of protection and control, there is no policy
governing its disposition. This problem is
compounded by the fact that a steady anr

increasing influx of spent nuclear fuel is returning
to the U.S. from various foreign countries. Much
of the domestic and foreign irradiated fuels contair
plutonium and/or highly enriched uranium and coulo

be processed into weapons-usable material by |a
malevolent country or group that had the necessaly

technology and resources.

Only a few sites have significant amounts of}
highly irradiated fuel (Hanford, Argonne National
Laboratory-West, Savannah River Site, and Idah®
National Engineering and Environmental
Laboratory). Most of the highly irradiated materials
are at sites that are undergoing D&D and are
increasingly moving materials to IAEA safeguards

The potential risks associated with highly
irradiated materials include:

e Diversion prior to receipt. With few
exceptions, it is not technically feasible to
measure irradiated materials upon receipt t¢
assure that the material and quantity receivefl

is as stated by the shipper. Thus, DOE cannqgt

be positive that the shipments actually contair
the amount of material indicated by the shipper
which could be a foreign country. It would

clearly be difficult to divert fissile materials from

spent fuel or to substitute similar non-fissile
irradiated materials for the spent fuel, and thus
an adversary would have difficulty in a
diverting such material before the U.S. received
it. However, such an event might not be
detected for a long time if it were to occur.

* Inability to detect theft and diversion. In
most cases, it is not technically feasible ta
perform accountability measurements or,
verification measurements on irradiated
materials, and most sites perform few if any,
confirmation measurements. Therefore, thers¢
is no reliable mechanism to verify that
receipted materials are still present at the sitg.

The risk of theft or diversion has generally been
thought to be low because of the materials’
high radiation levels; however, as noted, those
levels drop over time.

» Sabotage. Because the risk of theft has

generally been viewed as low, the physical
protection requirements are minimal for self-
protecting materials. However, because the
physical protection measures are minimal,
sabotage of irradiated materials could resultin
significant consequences (e.g., radiation
exposure and contamination).

Some of the specific problems associated with
irradiated fuel include:

* Some techniques have been developed to
perform confirmation measurements of some
attributes of irradiated materials. However,
the technology to perform accurate
measurements does not exist for most types
of irradiated materials.

* DOE is facing issues not often faced before,
and DOE orders and guidance do not
specifically consider the current situation:

* Asthe level of radioactivity decreases with
time, irradiated materials are no longer
clearly self-protecting, although they are
still highly radioactive; thus the bases for
historical practices need reevaluation.

* DOE has not often faced issues regarding
acceptance of spent fuel from other
countries; without measurements on
receipt, DOE has no way to verify the
actual amount that it has received except
to rely on the shipper for accurate
information.

e Burnup calculations can provide very accurate
values for fuel elements—if the fuel elements
remain intact. However, the physical condition
of some fuel elements is degrading because of
long-term underwater storage and high
radiation levels. (For example, pieces of the




fuel elements are breaking off and falling to}
the bottom of spent fuel pools.) DOE policy
and guidance does not specifically addres
mechanisms for accounting for fissile materialg
in degraded fuel elements or in loose pieces
and DOE sites have not developed method
for accounting for such materials.

V)
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* Safety and health considerations make i
difficult to perform such operations as
confirmation measurements on highly irradiated
materials.

* In afew cases, highly irradiated materials ar¢
stored in the same area as unirradiated qr
slightly irradiated materials. In such cases, th
presence of a high radiation field is used tg
justify reducing or eliminating physical
inventories and measurements on the
unirradiated or slightly irradiated materials,
even though they would be required if the
materials were not collocated with the highly
irradiated materials.

174

* Issues associated with placing irradiatec
materials under IAEA safeguards have no
been addressed.

The FMAWG established a subgroup as paf
of the MAP to consider the risks of diversion, theft
and sabotage involving materials that are highly
irradiated but no longer self-protecting. The
subgroup was tasked to prepare a position papgr
entitled “Program Direction for the Safeguardingr
of Spent Nuclear Fuel” but could not reach &
consensus. One faction indicated that it would ng
be prudent to establish additional requirements («
even to meet existing requirements) for
Attractiveness Level D material (which the
irradiated fuel would be, if it were no longer self-
protecting according to the established criteria
This faction cited the difficulty, expense, potentiall
hazards, and lack of technology to perform
measurements or physical inventories of irradiate
fuels, and indicated that enhanced physicjJ
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protection or implementing physicals inventories an
measurements would not be prudent consideri

the potential risks, which they viewed as low, and
the costs, which could be significant.

Another faction of the subgroup indicated that
measurements of irradiated fuel are important and
must be supported. The NN co-chair of the
FMAWG supported the need for measurements
of irradiated materials in the briefings to senior
managers.

Most, but not all, sites supported the concept
of performing confirmation measurements to
provide assurance that irradiated materials are
present. There were different perceptions as to
whether it is technically feasible to perform
measurements that are sufficiently accurate for
accountability or verification measurements.

A consensus on the degree of risks will be
difficult to achieve because the two factions have
different perceptions of the risks associated with
irradiated materials and the benefits of additional
safeguards measures. Although a comprehensive
policy that has the support of both the field and
NN is not imminent, some items could be
addressed:

* Risks associated with collocated materials
should be analyzed and appropriate policies and
guidance developed to ensure that those risks
are acceptable.

* Spentfuel that is physically deteriorating should
be addressed.

* DOE practices should be analyzed to determine
their compatibility with IAEA and NRC
requirements, and whether any policies and
guidance need to be developed to provide
comparable levels of protection or to facilitate
the transition to IAEA safeguards or NRC
regulation.

* An assessment of the available technology
could be performed to determine what types
of measurements and physical inventory
methods are feasible, and whether a set of
feasible measures (e.g., periodic confirmatory
measurements) that provide adequate
protection can be established.




ISSUE A-7: Overreliance on Physical Protection Measures

The Atomic Energy Act of 1946 (as amended
in 1954) requires DOE to perform two
complementary and related functions: protecting
fissile materials and accounting for fissile materials
Although complementary, these two functions havi
distinct purposes, and both are necessary to ens
that fissile materials do not fall into the wrong
hands. The protection function, which correspond
to the “security” portion of a safeguards and
security program, consists of the measures that
prevent unauthorized access to or removal o
fissile materials. Protection measures at DOE sit
include physical barriers, intrusion detection
systems, access controls to limit entry, materi
controls (e.g., tamper-indicating devices, dail
administrative checks, two-person rule), personng|
security programs, administrative controls, an
protective forces. Conversely, fissile material
assurance, which corresponds to the materials
control and accountability element of the
“safeguards” portion of a safeguards and securit
program,provides assurancehat the materials
are still there and thus provides the verification thaf
the protection measures have been effective.

Historically, most of the attention has been on
the adequacy of protection measures, which ar
more visible and involve the vast majority of
safeguards and security expenditures. Protecti
forces alone consume over 80 percent of DO
safeguards and security expenditures, and mugh
of the rest is devoted to installation and
maintenance of physical security intrusion detectio
and access control systems. Fissile materiz
assurance has received less attention over the $0
years that DOE sites have produced and processgd
fissile materials. However, protection measure
alone are not sufficient. For example, without
effective fissile material assurance measures,
would not be possible to determine whethe
materials were diverted during a time when
protection measures were degraded, such as duri
an emergency evacuation.

Over the years, DOE has tended to rely o
physical protection programs and thus has tolerat
weaknesses in fissile material assurance progra
For example, as new measurement technolo
became available, some DOE sites obtaine
equipment to perform measurements and othells
did not. Even when equipment was obtained, i
some instances DOE and the contractors mage
the decision not to devote resources to measurir|g
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old, poorly measured materials.

DOE has often justified this reliance on physical
protection by evaluating the risks of theft and
diversion. According to a risk-based approach, if
the risks of theft and diversion are low, the impact
of weak fissile material assurance measures is
minimal, and thus it may not be worthwhile to
devote resources to performing measurements or
other fissile material assurance activities. For
example, there have been many situations where
DOE sites have determined that it was acceptable
to put fissile materials in secure storage (e.g., a
sealed container in a vault in a material access
area) even if the amount of fissile material in the
container had not been accurately determined. If
all the protection measures are reliable and DOE
sites can verify that the container is still there and
properly sealed, it can reasonably be assumed that
all the material is still there, even if the precise
amount is not known. This approach provides
reasonable assurance that material has not been
stolen or diverted; however, it does not provide
assurance that DOE knows precisely how much
is in that container, and it cannot be independently
verified that the same amount of material has
remained the same.

The reliance on a physical protection and a
risk-based approach is perfectly valid, at least up
to a point. However, physical protection alone is
not sufficient to meet DOE’s statutory responsibility
to accurately account for fissile materials. But
overreliance on protection at the expense of
assurance has significant pitfalls. For example,
over periods of many years, even sites that
traditionally have good security programs are likely
to experience periods where security is degraded,
or may experience situations where an emergency
inventory is needed. In addition, fissile materials
are sometimes moved from a highly secure location
to a less secure location—for example, as part of
a consolidation effort. Further, fissile materials may
be designated for transfer to IAEA safeguards or
an NRC-regulated site. In any such instances, the
weaknesses in fissile material assurance will
become apparent. It is not uncommon for sites with
poor fissile material assurance to also have poor
record keeping, so that when such problems
eventually come to light, they are difficult to resolve.

In the past ten years, much of DOE’s fissile
material inventory has been in storage because
many DOE facilities and operations have been shut




down or put on standby. In this situation, it wag
relatively easy to justify the reliance on physica
protection measures to mitigate weaknesses [n
fissile material assurance; for example, it was
reasonable to assume that materials locked E
secure storage and rarely handled were unlikely
be diverted. In such situations, the need for h
rigorous and comprehensive inventory
measurement program was questioned, and DQE
and contractor managers often justified reducin
inventory or measurement practices.
Correspondingly, resources allocated to fissil
material assurance functions were often reduced,

and fissile material assurance had fallen off the
screen of management attention.

This trend, however, will not be as viable in
the future because of such activities as resumption
of processing, increased handling and transfers
needed to consolidate materials, good
measurements for materials in long-term storage,
and placing materials under IAEA safeguards. To
meet anticipated fissile material assurance needs,
DOE sites will have to reexamine their current
practices in light of emerging priorities and allocate
resources in a more balanced fashion.

ISSUE A-8: Inconsistent Program Direction and Support from the FMAWG and

Line Management

Although it is technologically possible 10
measure most fissile materials with currentl
available measurement technology, measuremerjts
can be costly and can introduce the potential f
hazardous conditions. Decisions to condu
measurements need to be based on analysis |of
improved safeguards effectiveness, internationdl
implications, impact on worker health and safet
and the cost and availability of equipment. A
indicated in the 1995 Office of Oversight report,
enhanced policy, definitive guidance, bette
coordination, and increased management suppdrt
are needed to ensure that decisions about
measurements are cost effective and reflect DOE
priorities. Oversight also indicated that an MC&A
steering group, consisting of representatives from
contractors, operations offices, and prograrll
offices, should be established to conduct
systematic and coordinated effort to enhance fissile
inventory assurance. This recommendation wags
endorsed by the Inspector General in 1996.

The resulting group, the FMAWG, consists of
personnel from NN, DOE program offices, DOE
operations offices, and DOE contractors. The
FMAWG has one co-chair from Headquarters
(currently NN) and one from the field (currently a
DOE field element). The FMAWG formed three
subcommittees to address 1) policy, 2) operation$
and 3) technical capabilities.

4

The responsibilities of the FMAWG include:

* Support program offices, operations office, anc
facilities in establishing and addressingl

coordinated and consistent Departmental goals
and priorities.

* Promote the inclusion of MC&A issues early
in planning processes.

Champion high-quality MC&A practices to
meet national and international standards as
DOE facilities resume operations involving
conversion of fissile material to more desirable
forms for ultimate disposition.

* Monitor and prioritize DOE’s efforts to
measure material, and assure that materials
are shown in the inventory records.

* Review and develop policies needed to address
bilateral and international measurements and
inventory issues.

* Coordinate and guide studies on the
effectiveness and cost/benefit of safeguards
needs as facility missions evolve.

* Coordinate and guide efforts to standardize
methods, technology, and containers.

* Recommend studies of facility needs and
equipment usage and promote sharing of
resources.




Since its formation in 1996, the FMAWG has
been a good forum for sites to discuss problem
related to policy, implementation of policy, technical
issues, management, and budget with DOK
Headquarters. The FMAWG has also had somg
success in raising the visibility of fissile material
assurance within DOE Headquarters, and has
provided briefings to senior DOE managers.

The FMAWG’'s most significant
accomplishment has been the completion of th
MAP. The site submittals for the MAP still contain
a number of invalid assumptions that detract fronj
the comprehensiveness of the effort; for examplg,
a few sites did not identify all unmeasured material
or indicated that certain materials had defensibl
measured values when in fact the measurements
are not reproducible or the records are inadequatg.
However, the MAP was generally successful i
identifying and characterizing fissile materials tha
do not have defensible values. In this respect, t
MAP has been instrumental in helping the DO
complex develop a much better understanding
the extent of the fissile material assurance proble

The FMAWG played an important role in
ensuring that the sites developed reasonably godd
assessments of their unmeasured materials as pfrt
of the MAP effort. The initial directions provided
to the sites were unclear, and the initial submittal$
by the sites were generally incomplete and not
sufficient to meet the project goals. However, the
FMAWG performed several reviews and
communicated with the sites so that the fina
products generally provided a good characterizatiof
of fissile materials.

One of the reasons that the MAP was
successful is that it had support from senior DOE
management. The FMAWG had established &
measurements assessment subgroup soon after
FMAWG was formed. However, little progress
was made until the effort gained the attention an
support of senior management. In July 1996, th
MAP effort was chartered by the Secretary o
Energy and was performed at the direction o
EM-1. At that point, sites began to cooperate o
analyses of their material holdings. This illustrates
the point that the FMAWG, and MC&A programs
in general, need senior management support fo
make a positive impact on fissile material assurande
programs.

The FMAWG has also been active in
recommending policy improvements and identifying
the technical issues that need attention. Fc]r
example, a set of recommendations for improving
fissile inventory assurance was disseminated in p
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February 1997 memorandum. The field reviewed
the recommendations for safety, cost and operations
impact, and a final list of recommendations was
presented to the National Security Cluster in
September 1997. Most of the issues raised by the
Office of Oversight in 1995 have been discussed
by the FMAWG and were captured in the
FMAWG recommendations.

Overall, although the FMAWG has had a
positive impact, it is only partially achieving its
objectives. The most significant problems are that:
(1) itis not addressing all of its responsibilities, and
(2) its efforts have not led to timely resolution of
issues.

Responsibilities Not Fully Addressed

The FMAWG has an extensive set of
responsibilities, some of which are being
performed; however, others are receiving low
priority or are not being addressed at all. For
example, the FMAWG has not developed guidance
for prioritizing issues or performing cost/benefit
analysis and has not focused on policies associated
with inventory values and measurements as they
apply to offering materials up for inspection by the
IAEA. In addition, there are technical issues that
need to be addressed as DOE facilities resume
operations to convert fissile material to more
desirable forms for ultimate disposition.

One of the key roles of the FMAWG envisioned
in the 1995 report was to be an advocate for fissile
material assurance issues at DOE Headquarters.
As demonstrated by several sites’ failure to conduct
physical inventories, the FMAWG has had only
limited success in raising the visibility of fissile
material assurance and ensuring that MC&A has

he appropriate levels of support when its objectives

compete with operational or safety objectives.
Without increased support, MC&A organizations
are likely to continue to be a relatively low priority

with site management.

In addition, increased FMAWG attention could
help avoid potential problems in some areas. For
example, the 1995 Oversight report highlighted a
need for a balanced and integrated approach to
fissile material assurance issues that considers
ES&H, radiation exposure, criticality safety, D&D
planning, international inspection activities, and
material disposition. On a number of occasions,
FMAWG could have provided more value to DOE
by taking a more active role in promoting such an
approach. For example, DOE made progress in
developing a standardized container (the STD-




3013), but this container has not been validated,
verified, or accepted by the IAEA. By helping to
coordinate such activities with the IAEA, the
FMAWG could help DOE avoid having to

repackage materials (which involves additiona
costs, radiation exposure, and time), which could
occur if the DOE container does not meet IAEA
requirements.

Similarly, the FMAWG could be valuable in
helping to guide efforts to improve information
management, at both the site and the national lev
At the site level, DOE has experienced a numbgr
of problems in attempting to develop a compute
program to facilitate nuclear material accounting
These problems included poorly defined)
specifications and poor communications with the
users, which resulted in long delays, considerable
dissatisfaction with initial products, and severa
changes in responsibility for the development effort
Recently, a system that has been undgr
development (LANMAS) was disseminated for
review, evaluation, and trial applications. The
FMAWG could have a role in ensuring that the
direction of such efforts is more effective in the
future and in guiding ongoing efforts to revise anc
enhance LANMAS. At the national level, the
FMAWG could have an increased role in expandin
the capabilities of NMMSS, the national nuclea
material data base. Timely completion of upgrad
(e.g., ability to include data on nuclear materials i
waste and revisions of Composition of Ending
Inventory codes, which are used to identify the
forms of nuclear materials on inventory) will be
key to maintaining the DOE's ability to respond to|
the increased number of requests for nucleé
material data.

In addition, the FMAWG's role in reviewing
measurement and disposition plans is diminishing.
Although the FMAWG played a valuable role in
the MAP and in reviewing the initial plan submittals,
the FMAWG is now taking a less active role in
reviewing revised plans or in monitoring progress

=

Timeliness of Issue Resolution

A second concern is that the FMAWG has
been slow to develop and communicate issue
Only one of the three FMAWG committees has
been consistently active; the other two hav

discussed issues but have postponed significat

actions until a revision to the DOE order was
drafted. (As discussed previously, a revision t]
)

the MC&A order has been in a draft for a yea
and has not yet been formally issued for commen
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Progress has been slow, even on the discussion of
operational issues. For example, it took almost a
year from the time the MAP was completed (late
1996) until a set of recommendations was finalized
and briefed to DOE’s senior managers on the
FMAWG activities (the NN co-chair briefed staff
members in February 1997 and members of the
senior management team in September 1997).

A key barrier to timeliness has been the fact
that the FMAWG efforts are performed primarily
by field personnel who generally have little time to
work on FMAWG activities because of their job
responsibilities. In many cases, the only opportunity
for FMAWG field representatives to work on
FMAWG activities is while they are attending
meetings; little progress occurs between most
meetings. Since meetings typically occur only about
once a quarter and last only a day or two (often in
conjunction with a related effort, such as an Institute
of Nuclear Materials Management meeting, to save
time and travel costs), it often takes months to
perform even relatively simple tasks. Complex or
contentious issues often require extensive
discussion, and can easily extend over several
meetings and thus take up to a year to resolve,
even if a consensus can be reached.

The FMAWG has also had considerable
difficulty in reaching consensus on the priorities
for future actions. For example, some field
personnel indicated that some issues important to
the field, such as resource allocations to support
site measurement plans, were not presented to
senior management, and that some of the issues
presented to senior management, such as
measuring spent fuel, were not supported by a
majority of the FMAWG.

The FMAWG consists of conscientious and
dedicated people who are genuinely interested in
making improvements. However, the concerns
noted above indicate that the FMAWG is not
accomplishing all that was envisioned in the 1995
Oversight report, nor is it achieving timely
resolution of issues. In addition, the slow progress
and perception that some issues are not being
effectively communicated to senior management
is contributing to waning enthusiasm for
participation in FMAWG activities. When it was
first formed, the field generally viewed the FMAWG
as a positive step and was optimistic about the
opportunity to make improvements. After the MAP
effort was completed in 1996, NN participants
indicated that the FMAWG had completed its major
effort and could be dissolved; the field
representatives voted overwhelmingly to continue




the FMAWG efforts. Inrecent meetings, however
a significant number of representatives indicate
that they are becoming disenchanted with furth

participation because issues are not being acted
on or because their concerns are not bein
addressed.

The slow progress and waning enthusiasn
indicate that DOE must soon make a decision abofit
the future of the FMAWG—either to discontinue
it or to strengthen it. The results of this review
indicate that there is much left to accomplish andl
that DOE continues to need a group such as the
FMAWG to help resolve fissile material assurance
issues and to coordinate efforts that requir
cooperation among sites. In fact, the difficult par
of the FMAWG effort is just beginning as sites
begin to encounter the technical and managemept
challenges associated with improving andg
implementing their measurement plans. Becaude
DOE Headquatrters has limited technical expertis
in MC&A (and some of the expertise that is
available is focusing exclusively on internationall
safeguards issues), DOE must rely on the field t
provide expertise and to help resolve comple
technical issues affecting DOE sites; the FMAWG
continues to be a good source of such expertise

If the FMAWG is to be more successful,
however, DOE will need to resolve barriers tha
hinder FMAWG operations. One such barrier is
the perception among some field personnel tha
the field does not have a sufficient voice inL
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determining priorities. Increasing the role of field
personnel in briefings to senior management coul
help in this regard. Increased participation by FIM
could also be useful in helping the FMAWG
communicate its issues and recommendations jo
DOE program offices and senior management.
DOE also needs to address factors that hinder
timely discussion and completion of FMAWG
tasks. Many of the FMAWG efforts could be more
useful if they were completed faster. The FMAWG
needs to identify ways to increase communicatio
and continue efforts between meetings. Th‘E
program offices and operations offices can promo
more timely progress by allowing their operations
office and contractor MC&A personnel more
opportunity to contribute to FMAWG efforts

between the scheduled meetings. Increased use
of subcommittees can also help with the timeliness
of efforts. DOE should also consider giving the
FMAWG an increased role in determining how NN
research and development and technical support
resources (such as NN-funded support at Sandia
and other national laboratories) are used. For
example, the FMAWG could have an increased
role in assigning tasks to experts from national
laboratories and thus could make use of the
laboratory resources to perform tasks, such as
evaluating technical issues or developing position
papers, directly in support of FMAWG issues.

The FMAWG's ties to other ongoing DOE
efforts also need to be strengthened in order to
enhance communications, ensure that efforts are
coordinated, and increase the visibility of and
support for fissile material assurance. For example,
the efforts of the FMAWG need to be coordinated
with the ongoing Special Review Team review of
safeguards and security. In addition, the FMAWG
should consider providing a regular briefings to the
Security Management Council. The Security
Management Council could also consider using the
FMAWG as a technical resource for addressing
complex issues involving fissile material assurance.

Although a critical element, strengthening the
FMAWG alone is not likely to achieve the desired
results unless DOE also takes action to ensure that
line management, from the program office to the
operations office to the contractor senior
management, is actively involved in fissile material
assurance issues and accountable for fissile
material assurance improvements. The experience
with the MAP demonstrates that line management
support is necessary to make progress on fissile
material assurance issues. The FMAWG needs
to increase its efforts to communicate issues to
program office, operations office, and contractor
line management. Correspondingly, DOE’s senior
managers need to establish a mechanism for
ensuring that program offices, operations offices,
and contractors place appropriate priority on fissile
material assurance issues, that plans are
implemented with clear milestones, and that line
management is accountable for results.




Appendix B

Impacts of Fissile Material Assurance Weaknesses on the
DOE Strategic Plan

The September 1997 U.S. Department o
Energy (DOE) Strategic Plan identifies strategi
goals for each of the DOE’s primary functions (i.e.
business lines). For each strategic goal, the Plan
identifies specific objectives, strategies for meetin
those objectives, and actions that are to b
accomplished to meet the objectives. Figure B-
presents extracts of some of the provisions (goalf,
objectives, strategies, and actions) of the Strategjc
Plan that are directly or indirectly relevant to fissil
material assurance programs.

Several of the relevant provisions of th
Strategic Plan, particularly those under the National
Security Strategic Goal, specify neede
improvements in safeguards and security. One ¢f
the actions specifically identifies upgrades i
nuclear material protection, control, and
accountability in 1999. To meet these provision
DOE sites will have to address identified
weaknesses in fissile material assurance, includirjg
weaknesses in nuclear material measurements,
physical inventories, and accounting for holdup. A
discussed elsewhere in this report, the rate of
progress in addressing such deficiencies has npt
been impressive and may not be sufficient t
demonstrate that the goals will be met. Particulgr
attention needs to be devoted to needed upgrades
that have long lead times, such as development pf
measurements standards and procurement
measurement equipment.

DOE has mechanisms in place to determin
needed improvements (e.g., the Special Revie
Team) and to monitor progress (e.g., the Securi
Management Council). However, the primar
focus of improvement efforts to date have bee
on improving protection of fissile material. As yet,
there has not been sufficient attention to fissil
material assurance issues. The Special Revi
Team should ensure that fissile material assuran¢e
issues are given sufficient attention and that th
status is routinely reported to the Fissile Materi
Assurance Working Group (FMAWG) and the
Security Management Council.

In addition to the provisions for improved
safeguards and security, effective fissile materig|

other provisions of the Strategic Plan. These include
provisions related to:

* Reducing the proliferation threat, enhancing
international safeguards, and reducing
inventories of surplus fissile materials

* Ensuring the safety and health of the workforce
and public, and protecting the environment

* Effectively managing facilities, materials, and
cleanup efforts

* Potentially transitioning to Nuclear Regulatory
Commission (NRC) regulation.

As discussed below, weaknesses in fissile
material assurance could impact DOE’s ability to
meet the provisions of the DOE Strategic Plan.

Proliferation, International
Safeguards, and Surplus Fissile
Materials

Several provisions of the DOE Strategic Plan
address international safeguards and treaties, non-
proliferation programs, and efforts to reduce
inventories of fissile materials. Weaknesses in
fissile material assurance could directly or indirectly
impact DOE’s ability to meet a number of these
objectives.

Much of DOE'’s fissile materials inventory is
not ready to be offered up to international inspection
because it does not have defensible inventory
values. Further, DOE is experiencing some
difficulties in the transition to International Atomic
Energy Agency (IAEA) requirements as fissile
materials have been offered for inspection by the
IAEA in recent years. Further, there are
differences between DOE and non-DOE
requirements that make a transition from one to
the other difficult and costly. In addition to
differences in policies, implementation of

assurance programs are needed to meet several requirements has not always been as stringent at




NATIONAL SECURITY STRATEGIC GOAL: Support national security, promote international safety, and
reduce the global danger from weapons of mass destruction.

ENVIRONMENTAL QUALITY STRATEGIC GOAL: Aggressively clean up the environmental legacy of
nuclear weapons and civilian nuclear research and development programs, minimize further waste
generation, and permanently dispose of the nation’s radioactive waste.

CORPORATE MANAGEMENT STRATEGIC GOAL: The Department of Energy continuously demonstrates
organizational excellence in its environment, safety, and health practices, communication and trust efforts,
and its corporate management systems and approaches.

EXCERPTS FROM DOE STRATEGIC PLAN (SEPTEMBER 1997)
PROVISIONS RELEVANT TO FISSILE MATERIAL ASSURANCE

Demonstrate, in FY 1998, more effective safeguards and security throughout the DOE national securi

enterprise.

Ensure and enhance protection of nuclear materials, sensitive information, and facilities.

Initiate, in FY 1999, needed nuclear material protection, control, and accountability upgrades at DOE
facilities with weapons-usable material.

Further the protection of all U.S. origin nuclear materials in the U.S. and abroad from possible theft, |
illicit trafficking.

In FY 1999, include information on nuclear materials contained in waste in a new Departmental data |
for all nuclear materials.

Reduce nuclear weapons stockpiles and the proliferation threat caused by the possible diversion o
nuclear materials.

Reduce inventories of surplus weapons-usable fissile materials worldwide in a safe, secure, transpa
and irreversible manner.

Place more than 20 metric tons of excess highly enriched uranium under IAEA safeguards in FY 1999.

In FY 1998, begin the transfer of 50 metric tons of U.S. surplus highly enriched uranium to the United
States Enrichment Corporation for dilution and subsequent sale.

Strengthen the nuclear nonproliferation regime through support of treaties and international agreen
Establish guidelines/requirements for global monitoring and onsite inspections to implement the
Comprehensive Test Ban Treaty upon ratification by the Senate.

Support, in FY 1999, negotiations on the Fissile Materials Cut-Off Treaty.

Reduce the most serious risks from the legacy of the U.S. nuclear weapons complex first.

Stabilize and safely store about 100 metric tons of heavy metal spent nuclear fuel during FY 1998 an
1999.

Stabilize and safely store more than 1,000 kilograms of plutonium at Hanford Site during FY 1998 and
1999.

Clean up as many as possible of the Department’s 83 remaining contaminated geographic sites by 2

Ensure the safety and health of the DOE workforce and members of the public, and the protection o
environment in all DOE activities.

Strengthen the management of projects, materials, facilities, land, infrastructure, and other assets tg
safe, sound, and cost-effective operations and appropriate maintenance of sites, and to ensure prg
results.

Initiate three pilot projects for independent external regulation (by the NRC) during FY 1998.
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DOE sites as at non-DOE sites. From thei
inception, sites subject to IAEA verification have
had to demonstrate to external inspectors that gl
materials are accounted for. In contrast, most
the fissile materials in DOE’s possession were
one time part of the defense program, and we
historically not subject to external verification.
Consequently, the attention to and priority of fissil
material assurance at DOE sites have varied over
the years, resulting in many situations where DO
sites’ measurements or accounting practices cannpt
withstand the scrutiny of an external inspection.

The 1995 DOE Office of Oversight report on
increasing fissile inventory assurance discusse
difficulties that DOE facilities would face if
required to comply with international and bilateral
agreements. The Office of Oversight indicated 4
need to increase the level of assurance in DOE|s
fissile material measurement program and td
develop a consolidated approach to IAEA anc
bilateral inspections that is consistent across DO
facilities. However, DOE’s approach to the
problems associated with placing materials unde
IAEA safeguards is best characterized as
fragmented and uncoordinated. As yet, the
FMAWG has not focused on the internationall
issues, DOE has not effectively coordinated its
efforts to bring inventory values and policies in line
with international requirements, and DOE orders
and guidance have not been revised to reflect nejv
considerations associated with IAEA safeguard
and bilateral agreements.

In recent years, three DOE sites have offere
significant amounts of fissile materials for
inspection by the IAEA. The materials generally
had reasonably defensible measurements ar|d
accountability values. However, these same sit
had more materials that were not needed for defenge
purposes but that had measurements a
accountability values insufficient to satisfy IAEA
requirements. Even though sites were selecti
about what was placed under IAEA safeguards,
number of issues relating to fissile material
assurance have arisen during the short time singe
the transition. For example, there have been seve
incidents where the IAEA has had difficulty making
assurance statements about the inventories at DQE
sites because of violations of procedures for movin
materials, remeasurement of items under IAE
safeguards, and inability of the facility accounting
system to properly account for the materials undgr
IAEA safeguards.
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The problems that have occurred to date with
DOE materials under IAEA safeguards were not
insurmountable and could be readily solved.
However, these problems serve to highlight the
difficulties that DOE will face in the near future,
because much of DOE’s fissile material is not
currently suitable for placing under IAEA or
bilateral safeguards.

To avoid increasingly frequent problems as
DOE places more materials under IAEA, DOE
needs to evaluate its materials and fissile material
assurance practices from the standpoint of the
eventual disposition of the material. Although the
precise amounts are not known at this time, much
of DOE's fissile materials will not be needed for
defense purposes and will thus be offered for
international inspection by the IAEA, barring a
significant change in the geopolitical landscape. In
this context, weaknesses in the U.S. domestic fissile
material assurance program could reduce U.S.
credibility in the international community, thereby
limiting DOE's ability to meet its Strategic Plan
provisions on enhanced international safeguards,
nonproliferation, treaties, and bilateral agreements.

A specific example involves the adequacy of
measurement equipment at some DOE sites. As
part of the DOE nonproliferation effort, DOE is
sending equipment to Russia that is more
technologically advanced than that used at U.S.
sites. Thus, DOE may be in the embarrassing
position of not being able to adequately measure
its own materials, although it has provided similar
measurement capabilities to other countries. A
contributing factor to this situation is that
measurement equipment being sent to Russia, often
developed by DOE national laboratories, is paid
for under a well-funded non-proliferation program.
In contrast, measurements equipment at DOE
facilities often must be purchased from overhead
accounts and must compete with other site and
facility upgrades for funding.

Another specific concern is DOE’s ability to
meet the provision that specifies placing a large
quantity, 26 metric tons, of highly enriched uranium
under IAEA safeguards in FY 1999. Much of
DOE’s highly enriched uranium is not suitable for
placing under IAEA safeguards, and other highly
enriched uranium does not have defensible
inventory values. Conceivably, significant amounts
of highly enriched uranium may have to be
measured or will have to be transferred,
repackaged, or processed before it can be




measured. For some highly enriched uranium, |t
may be necessary to develop standards before
measurements can be made. Such activities chn
take considerable time and effort.

Similar concerns can be envisioned wher
transferring materials to the United States
Enrichment Corporation (USEC), which will be
accepting materials under NRC regulations. A
number of problems can occur if material
transferred to USEC does not have adequaje
measurements. The materials may not meet N
standards and may thus not be accepted, or thgqre
could be concerns associated with precisel
accounting for the highly enriched uranium
transferred to USEC. In addition, if materials are
to be “blended down,” DOE will need good
accounting and measurements to demonstrate
the international community precisely how much
highly enriched uranium has undergone this
process.

Between the IAEA and USEC, the Strategid
Plan specifies a total of up to 70 metric tons of
highly enriched uranium that will be transferred o
offered for IAEA inspection. Such material will
need to have defensible measurements ar|d
inventory values, and effective planning will be
needed to meet these ambitious provisions. It may
be prudent to perform a realistic assessment @f
the highly enriched uranium inventories to ensur
that DOE can be confident that issues related
measurements and accountability will not delay i
in meeting the Strategic Plan provisions. Such
assessment needs to identify specific quantities of
highly enriched uranium that are being considere
for placing under IAEA safeguards or transferrin
to USEC. It would also need to address th
adequacy of measurements and inventory valugs
as well as any transfers, processing steps, dilutiof,
or additional needed measurements to make the
material suitable for USEC or IAEA.
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Environment, Safety, and Health
(ES&H)

Ensuring effective ES&H programs is one ofj
DOE'’s highest priorities. Some ES&H programs
such as radiation protection and criticality safety
have important interfaces with fissile materiall
assurance programs. For example, criticality safefy
often involves specifying spacing limits (e.g., items

must be at least 12 inches apart) or mass limits
(e.g., a safe mass limit, such as no more than 100
grams in a glove box, or a processing constraint,
such as no more than a specified number of grams
of plutonium per liter of solution). Such limits
require accurate knowledge of the amount of
material in each item, and particularly that the
amount of material is not underestimated. In many
instances, the accountability values for items are
used as the basis for determining the amount of
material in each item.

In addition to their safeguards benefits, recent
DOE-wide efforts, such as the measurement
assessment project (MAP), and site-specific
programs, such as measuring holdup, have provided
DOE with a better characterization of the
uncertainties in the quantities of materials and the
location of significant pockets of holdup. Properly
used, this improved characterization can benefit
ES&H programs. For example, a good
understanding of the location of holdup can help
work planners to anticipate hazards and establish
effective controls during decontamination and
decommissioning (D&D).

Although DOE's characterization of materials
has improved in the past three years, the
information available within the safeguards
organizations is not always being used effectively,
and there are still situations where a lack of accurate
information about nuclear materials can impact
safety. For example:

An accurate characterization of the types,
locations, and quantities of nuclear materials
is important in controlling exposures to
workers.

From a criticality safety perspective, it is
important to ensure that the amounts of material
in each item are accurate (or conservatively
estimated) so that safe mass limits and safe
geometry are maintained wherever nuclear
materials are used and stored.

* Good characterization and monitoring of holdup
are needed to prevent unnecessary and
unexpected radiation exposure and/or
accumulation of a critical mass.




Historically, weaknesses in the interface
between fissile material assurance and ES&H ha
contributed to criticality events at DOE processin
plants (e.g., containers had incorrect values an
markings, contributing to significant events at th
Y-12 Plant and Wood River Junction (which was
a uranium scrap recovery facility that is no longe
operating). In addition, in many instances criticality
constraints have been violated because of incorreft
accountability values and/or measurements. The
potential for violating a criticality safety limit is very
real if materials do not have defensible
accountability values. There are significant
concerns with the accountability values for scraf
and waste, particularly in materials that have bee
in storage for long periods, in some cases mor
than 20 years. There have also been instances
large discrepancies (several kilograms) betwee
the accountability value and the actual amoun
determined when the materials were actuall
measured. In some cases, the measured amoufts
were 10 times greater than expected, and in a fe
cases, items were found to contain plutonium whe
they were thought to contain highly enriched
uranium.

Such discrepancies could contribute to 3
criticality safety limit violation and, in the worst
case, a criticality event causing fatalities or injuries
and a significant cleanup problem. For example:

—
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* Safe mass limits or safe geometry limits could
be violated if one or more items had
significantly more fissile material than expected.
There have been instances where an iterp
expected to have less than 100 grams actually
contained more than a kilogram. While
discrepancies of this magnitude are relativel>;|

I

rare, they are very significant because suc
discrepancies exceed the minimum critica
mass of uranium or plutonium.

* Nuclear material measurements must bé
accurate to ensure that batch processing
constraints are not violated. Measured valueg
are of special significance for materials that]
are to be blended, and DOE is currently
blending materials to lower the enrichment to
reduce the proliferation threat.

* Many DOE facilities are consolidating nuclear
materials, which often includes activities suchl

as combining materials from several
containers into a single container and/or placing
more materials in a smaller area. While such
consolidation is appropriate, the nuclear material
content of containers must be accurate to avoid
criticality hazards.

e If the holdup in equipment is not known and
considered in the criticality safety evaluations,
criticality constraints could be violated.
(Criticality evaluations often do not include
estimates of holdup.)

* Department of Transportation packaging rules
and shipping regulations are based on nuclear
material quantities. If the inventory values are
incorrect, DOE could be in violation of those
regulations.

Even a violation of a criticality safety limit that
does not result in a criticality violation could be
devastating to DOE's efforts to maintain the vitality
of its mission. Many operations at the Y-12 Plant
have been shut down for several years to address
weaknesses in the criticality safety program, and
LLNL plutonium operations were recently halted
because of violations of criticality safety mass limits.
Particular attention is needed to ensure that
weaknesses in fissile material assurance do not
result in violations that cause criticality accidents
or criticality safety infractions, which could result
in additional shutdowns of operations needed for
defense.

The Office of Oversight's safeguards and
security site profiles and other reviews indicate that
several DOE sites could benefit from a stronger
interface between the safeguards data (e.qg.,
nuclear material inventories, measured values, and
uncertainties) and ES&H programs, most notably
criticality safety and radiation protection. At many
DOE sites, the information available within the
safeguards organization is not being used as
effectively as it could be for a variety of reasons:

* Safeguards data may be classified or sensitive
and has historically been closely held.

* Safeguards personnel rarely interface with
ES&H organizations and personnel involved
with operational safety (e.g., because of
organizational separation).




* ES&H personnel may not have confidence in
information developed for safeguards purpose
(e.g., safeguards measurements strive fd
accuracy, while criticality safety
measurements need to be conservative).
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* Safeguards information (e.g., measurements
data) is not routinely shared with ES&H or
recognized as a resource by ES&H.

The obstacles to better interfaces are ngt
insurmountable. For example, fissile materia

assurance values and measurements can pe

effectively used for criticality safety mass limits

as long as ES&H and safeguards personnel intergct

to minimize the potential for error and/or bias in
nuclear accountability measurements. At som
sites, there is an effective interface between ES&
and safeguards in some areas. For exampl
nuclear measurements performed fo

accountability purposes are used to ensure thpat

criticality safety constraints are met. DOE siteg
can conserve resources by properly using
safeguards values to determine whether criticalit
safety constraints are met, rather than performing
a separate measurement for criticality evaluation$.
In cases where it is prudent to perform
measurements specifically for criticality safety
purposes, accountability values can provide &
valuable independent check.

Facilities, Materials, and Cleanup

A good characterization of nuclear materials
is also needed to effectively manage DOE facilitie$
and cleanup efforts. Several provisions of the¢
Strategic Plan specify improved planning, increasef
programmatic integration, improved decision-
making processes based on accurate informatio

and better links between resource allocations and

plans.
An accurate understanding of the amounts and
types of materials in DOE facilities is a prerequisite
to effective and efficient facility management anc
cleanup. Specifically, a good characterization o
nuclear materials is needed for effective pIanninL
and resource allocation, such as:

* Planning for safe equipment removal andg
D&D

* Determining what resources are needed to
ensure that materials are processed to a stable
form and packaged for long-term storage and
eventual disposition

* Determining what resources are needed to
perform fissile material assurance functions,
such as inventories and measurements

* Providing accurate information for requests for
proposals and contractual performance
objectives.

The FMAWG has reported to DOE’s National
Security Business Line that DOE does not have
sufficiently accurate information on hand about the
nuclear material inventory to allow facilities to
properly plan for D&D. In addition, some policy
issues, such as termination of safeguards, could
affect planning for facility disposition and resource
allocation. For example, policies covering
termination of safeguards could affect the costs of
facility operations as the D&D effort progresses.

Transition to NRC Regulation

DOE and the NRC are evaluating the
advantages and disadvantages of transitioning some
or all of DOE facilities to NRC regulation and
enforcement. It is not yet clear whether such a
transition would include safeguards and security.
If it did, the time and costs of bringing DOE fissile
materials into compliance with NRC requirements
would be significant, and would require considerable
planning and coordination.

Although safeguards issues need to be factored
into decisions about external regulation, the ongoing
pilot program, in which NRC is performing trial
regulation of three sites, will not be a good indicator
of DOE sites’ ability to transition to NRC's
safeguards and security regulations. The initial
three sites do not have significant quantities of
special nuclear materials or the type of problems
with fissile material assurance that most large DOE
sites face. Fissile material assurance could be a
major impediment to regulatory transition.

Overall Summary

Through efforts such as the MAP, DOE has
come a long way toward characterizing its fissile




materials. Itis now important to take the next stem As analysis of fissile material assurance issues
and systematically analyze those materials t¢ againstthe Strategic Plan may also provide a useful
determine whether weaknesses in fissile materidl and defensible basis for determining safeguards
assurance will significantly impact DOE’s ability priorities.

to meet strategic goals, including goals related tg Analyses need to be tailored to each site and
safeguards and security, nonproliferation, ES&H| program. However, DOE also needs to establish
and facility management. Such impacts need tp a significant Headquarters role in analyzing impacts
be understood and incorporated into site plans. and priorities, since many of the key decisions
systematic assessment needs to incorporate the cannot be made by individual sites. As one
views of program offices, operations offices,| important example, materials to be included in the
contractors, the DOE Office of Nonproliferation 26 tons that will be offered up for IAEA inspection
and National Security, and others. The FMAWG need to be determined in coordination with
is well positioned to provide support to such efforts]  Headquarters.
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Technical Terms Used in This Report

Components of Fissile Material Assurance

Accountability: Systems and administrative controls to perform fissile material measurements, maintain records and

provide reports, perform physical inventories, perform data analysis to detect losses, and to investigate and resolve apparent
losses. For example, administrative controls restrict materials to certain locations (called Material Balance Areas)eand requir
a formal process for recording movements into or out of these locations.

Accounting Systems: Accounting systems register material quantities, track items and quantities through transfers and
processes, record measurement data and uncertainties, and provide data for reporting and analysis.

Measurements: Measurements are performed for various purpoAesountability measurementsare performed to

quantify the amount of fissile material in an item or location. These measurements are the official values that are recorded
and tracked in the accounting systeMerification measurementsare performed as part of physical inventories to verify

(by quantifying the amount of fissile material in an item) that the expected amount of fissile material is still presbyt (there
detecting removal of material from an item and/or substitution of non-fissile materials for fissile materials—in short, uncov-
ering a theft of fissile materialsConfirmation measurementsare also performed as part of physical inventories to verify

that an item has at least some of the expected attributes (a quicker, but less accurate way to detect some types of theft or
diversion but not others). Measurements include both destructive measurements, in which a portion of the material being
measured is removed from the item in question, and non-destructive assay, in which the item is measured without changing
its form or destroying it. Various types of equipment (e.g., calorimeters and neutron counters) are used to measure the wide
variety of materials at DOE sites.

Physical Inventories: The process of quantifying the amount of fissile material on hand by physically ascertaining its

presence using techniques such as visual verification, sampling, and measurements. Fissile materials may be contained in
discrete items or storage units (e.g., tanks), present in processes such as blending or stabilization processes, or present as
holdup remaining in equipment or facilities after materials have been removed. In conducting a physical inventory a portion
of items on the inventory records are located, visually checked, and measured. Sample sizes are chosen so that an acceptab
level of confidence can be established regarding the amount of fissile material contained in the item inventory.

Inventory Reconciliation and Evaluation: The process of comparing physical inventory results to the fissile material
accounting records then reconciling and evaluating any differences. After making corrections for any data or recording
errors, the differences between the physical inventory results and the accounting record totals are calculated and reported in
the accounting records as an inventory difference. Inventory differences must be evaluated to determine if a theft or diver-
sion of fissile material has taken place. In accounts where measurements and/or processing occur, inventory differences can
be expected because of the uncertainties associated with measurements and process variability. The magnitude of these
differences is estimated and statistical limits are calculated for evaluating the inventory difference.

Reporting: Fissile material quantities are continuously tracked on site data bases and periodically reported to a national data
base. Any significant item discrepancies or inventory differences are reported and immediately investigated. Such reporting
enables DOE to quantify the amount of fissile materials on hand across the Department.

Other Commonly Used Terms

Defensible Measurement:In order for a measurement result to be considered defensible, documentation must show that the
measurement was made on a calibrated measurement system operating within the limits established by a measurement
control program. The standards used to calibrate and maintain the system must be traceable to national standards and the
measurement should be repeatable.

Fissile Material: Fissile materials are capable of undergoing nuclear fission (splitting the nucleus of an atom). The fissile
materials of concern to DOE are enriched uranium and plutonium.

Fissile Material Assurance: A condition or state where knowledge, confidence, and reliability in fissile material inventory
information is maintained.

Holdup: Fissile material remaining in process equipment (i.e., glove box lines, piping, tanks, and ventilation ducts) and
facilities after the stored and in-process materials have been removed. In many cases, holdup cannot be removed until the
equipment or facility has been dismantled.

Inventory: A record of all items and locations at the site that contain fissile material and the amount of material contained in
each.

Inventory Value: The recorded amount of nuclear material in an item or location.

Iltem: Any discrete object that includes fissile material in its makeup, or a container (e.g., can, drum, jar, cylinder, tank,
process equipment) that holds fissile material. Items have a unique identification and a known fissile material mass.



